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ABSTRACT 

 

This graduate study was assigned by Unisys Oy Ab. The purpose of this study was to find tools to 

monitor and manage servers and objects in a hosting environment and to remotely connect to the 

managed objects. Better solutions for promised services were also researched.  

 

Unisys provides a ServerHotel service to other businesses which do not have time or resources to 

manage their own network, servers or applications. Contracts are based on a Service Level 

Agreement where service level is agreed upon according to the customer's needs. These needs have 

created a demand for management tools. Unisys wanted to find the most appropriate tools for its 

hosting environment to fulfill the agreed service level with reasonable costs. 

 

The theory consists of literary research focusing on general agreements used in the Finnish IT 

business, different types of monitoring and management tools and the common protocols used in 

them. The theory focuses mainly on the central elements of the above mentioned topics and on 

their positive and negative features. 
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The second part of the study focuses on general hosting agreements and what management tools 

Unisys has selected for hosting and why. It also gives a more detailed account of the hosting 

environment and its features in more detail. 

 

Because of the results of the study Unisys decided to use Servers Alive to monitor network and 

MS applications’ services. Cacti was chosen to monitor disk spaces, which gives us an idea of 

future disk growth. For remote connections the Microsoft’s Remote Desktop tool was the most 

appropriate when the connection was tunneled through Secure Shell (SSH). 

 

Finding proper tools for the intended purposes with cost-conscious financial resources proved 

challenging. This study showed that if required, it is possible to build a professional hosting 

environment. 
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ABBREVIATIONS 

 

API Application Program Interface, a set of calling conventions 

defining how a service is invoked through a software package 

CMIP Common Management Information Protocol, an OSI-based 

network management protocol standardized by ISO 

CPU Central Processing Unit, programmable logic device that 

performs all the instruction in a computer 

FTP File Transfer Protocol, a method of moving files between two 

Internet sites 

DHCP Dynamic Host Configuration Protocol, a protocol for assigning 

dynamic IP addresses to devices on a network 

DMI Desktop Management Interface, a set of APIs giving PCsa 

standard means of reporting information 

DMZ Demilitarized Zone, a part of the network that is neither part of 

the internal network nor directly part of the Internet 

DNS Domain Name System, the system that translates Internet 

domain names into IP numbers 

GUI Graphical User Interface, a graphical user interface to a 

computer 

HTML HyperText Markup Language, is a language in which web pages 

are written 

HTTPS HyperText Transfer Protocol Secure, a protocol enabling the 

secured transmission of Web pages 

ICQ "I Seek You”, allows users to send and receive messages back 

and forth on the Internet 

IIS Internet Information Services, Microsoft’s web server 

application 

IETF Internet Engineering Task Force, the main standards 

organization for the Internet 

IP Internet Protocol provides a standard way for computers to 

communicate on the Network 
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IPX Internetwork Packet Exchange, is a networking protocol from 

Novell that interconnects networks that use Novell's NetWare 

clients and servers 

ISO International Standards Organization, is the International 

Standards Organizations 

IT Information Technology 

LAN Local Area Network, supplies networking capability to a group 

of computers in close proximity to each other 

MIB Management Information Base, part of the SNMP specification 

MMS Multimedia Messaging Service, a new standard that is being 

defined for use in advanced wireless terminals 

NIC Network Interface Card, a plug-in expansion card with a 

connection for a network cable 

NNTP Network News Transfer Protocol, is used to transfer news 

across the Internet 

OID Object Identifier, strings of numbers organized in a hierarchical 

fashion 

OS Operating System, master software that controls a computer's 

fundamental operations 

POP3 Post Office Protocol, a data format for delivery of emails across 

the Internet 

RAM Random Access Memory, a type of computer storage whose 

contents can be accessed in any order  

RTSP Real Time Streaming Protocol, an internet specification for 

streaming media 

SLA Service Level Agreement, Formal agreement between a Service 

Provider and customers to provide a certain level of service 

SMS Short Message Service, short text messages that can be sent to a 

mobile phone 

SMTP Simple Mail Transfer Protocol, a protocol used to send and 

receive email 
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SNMP Simple Network Management Protocol, a protocol used by 

network hosts to exchange information used in the management 

of networks 

SSH Secure Shell, a secure way of transferring information between 

computers on a network 

RFC Request For Comments, The name of the result and the process 

for creating a standard on the Internet 

TCP Transport Control Protocol, is a transport layer protocol that 

moves multiple packet data between applications  

TCP/IP Transmission Control Protocol/Internet Protocol, a protocol for 

communication between computers 

UDP User Datagram Protocol, transports data as a connectionless 

protocol, using packet switching 

UPS Uninterruptible Power Supply, a special power source which 

takes over in the event of a failure in the main power system 

VNC Virtual Network Computing, a desktop protocol to remotely 

control another computer 

VPN Virtual private network, a private data network that utilizes a 

public telecommunication infrastructure 

WAN Wide Area Network, a computer network that spans a relatively 

large geographical area 

WBEM Web Based Enterprise Management, an initiative based on a set 

of management and Internet standard technologies 

WMI Windows Management Instrumentation, a lightweight window 

manager for the Windows System 
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1 INTRODUCTION 

 

 

For most organizations information technology has become a part of their essential 

development. IT-department has more management responsibilities than available 

management resources. It has to operate networks, servers and software, which is 

becoming a more and more challenging task. More personnel should be recruited by the 

companies to handle the challenges. IT-departments seem to grow faster than ever. To cut 

some of these costs companies have decided to outsource their IT-operations to Hosting 

services. It means that they can concentrate on their own core business and get problems 

out of their mind with reasonable cost. 

 

A decade ago the IT-department did not even exist in small companies. Managing the 

server and computers was just somebody’s secondary task. Now the workload has grown 

and one person is just not enough. Large companies have discovered the advantages that 

they can gain from Hosting services. They have begun to look interesting financially; they 

offer better standards of services than the companies could provide themselves. Also 

responsibility of the servers operation is moved to hosting company. Some of these 

requirements can be so important for the company that the cost of Hosting services is not 

the most significant issue. There are for example banks that have to make sure that cash 

transaction goes to the right place or does not disappear during the transfer. 
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Many companies offer networking services, which differ slightly from each other. How 

does one choose the optimal alternative? Making a decision about the services is only one 

part. Managing networks need both software and hardware-software to manage IP traffic 

and hardware to connect end users to routers etc. Servers that contain hardware and 

software are getting old. How does one update them? Changing hardware for example disk 

drive, means that backups have to be working properly. If not, the result may be loss of 

data. Otherwise there will be problems later on if something goes wrong. Software is 

trickier than hardware. Software can consist of operating systems, applications and system 

software. There are more aspects to go wrong. In the worst case only one update of some 

software can make others stop working or cause smaller complications. 

 

Faster network services have made the business the Hosting services possible. It does not 

make a difference anymore where the servers are located physically. All the customers’ 

servers can be located in the same place, the server room. This reduces the time and 

expenditure on managing and maintaining systems. 

 

The purpose of this study is to find a solution for Unisys Hosting Services to manage their 

ServerHotel remotely. ServerHotel consists of six companies. 

 

This study will address the following: 

 

• Which areas are to be managed?  

• What kinds of tools, software and applications are available for monitoring 

and management? 

• What remote connections are available? 

• Which applications are suitable for Unisys? 

• What remote connection is suitable for Unisys? 

• Where is the management task performed?  
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The main objective of this thesis is to reduce the cost of service failure. It can be either an 

actual or an estimated figure of loss of transaction affected by the failure. Depending on the 

company, it can also consist of loss of customer trust, reduced customer satisfaction, 

reduction in the general confidence on IT solutions and so on. Avoiding service failures is 

extremely significant for most companies. 

 

Reducing the management costs of ServerHotel is the second important factor. This means 

less time present in the computer room. Time saved in traveling leads to saving money and 

resources / manpower. 

 

Developing and enhancing processes is the third objective. Processes can be enhanced by 

creating virtual servers, which enables keeping them on an equal and secure level. The 

similarity of the virtual servers enables quicker response time to occur or current problems. 

 

The second section of the study will present Service level agreement and general 

contractual terms (IT2000) that are commonly used in information technology field in 

Finland. Both of these agreements are applied in some respects in information technology 

companies.  

 

Monitoring and managing hardware, network and software are important matters in hosting 

environment. The third section will introduce monitoring tools and common protocols used 

for management. In addition, this section outlines well-known software that are used for 

monitoring and management. 

 

How to monitor and manage hosting environment remotely? The fourth section outlines 

different software used for this purpose.  

 

The fifth section will start Unisys specific sections. It begins by introducing Unisys 

Company and continues describing what kind of contracts and service level agreement 

Unisys Finland uses. The section sixth will answer how and with which tools Unisys 

achieves the selected service level.  
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2 SERVICE LEVEL AGREEMENT 

 

 

Service Level Agreement (SLA) is a formal service quality agreement between a service 

provider and a customer or two service providers. It defines services that are provided to no 

less than the minimum standards and also what services are not included in the agreement. 

Punishments take effect as agreed in the SLA if the produced service does not meet the 

agreed standards. The agreement also defines how to monitor service level and how to act 

in a possible fault situation. In addition to this, Service Level Agreement defines what can 

be expected from both parties and describes the service level but does not go into the 

technical details. 

 

Service Level Agreement has been developed from the need of the customers. It helps 

customers to select and compare different service providers and their prices. SLA provides 

a good base to achieve high-quality service level and customer pays only for the agreed 

services. This helps the service provider to focus on given level of performance and 

prevents customers from demanding more than agreed. 

 

SLA is only a set of recommendations to achieve a stable level of services. Its weak point 

is lack of standards. Therefore SLA is applied to meet country-specific and culture-specific 

needs. Similarly companies have their own SLA base contracts which can be modified to 

meet customers’ requirements. This situation with varied processes is not good for the 

customer or the service provider, as there is a variety of different contracts in use and 

depending on parties the content of the contracts can vary a great deal. 

 

The information technology field in Finland has developed general contractual terms, 

referred to as IT2000. It has been written for the purpose of internal trade between the 

provider and customer, but not with the consumer. Organisations such as Central Chamber 

of Commerce (Keskuskauppakamari), Finnish Association of Logistics (Suomen 

Logistiikkayhdistys ry), Finnish Information Processing Association (Tietotekniikan Liitto 
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ry) and Federation of The Finnish Information Industries (Tietotekniikan Palveluliitto 

TIPAL ry) belong to the initiators’ community of IT2000. 

 

IT2000 contractual terms consist of IT2000 general terms and conditions (IT2000 YSE) 

and in addition some specific terms. There are six different specific terms such as IT2000 

ELT (device delivery), IT2000 EAP (consultation and other specialist services), IT2000 

EOY (software maintenance services). IT2000 contractual terms is a good base for 

information technology contracts. 

 

The following subsection describes IT2000 General Terms and Conditions. 

 

IT2000 General Terms and Conditions 

 

The purpose of IT2000 YSE (yleiset sopimusehdot) is to define the General Terms and 

Conditions of the agreement and to protect the interests of both parties as well as ensure 

that both parties fulfill their obligations in various types of deliveries and contracts. IT2000 

YSE consists of the YSE itself and various attachments called Specific Terms and 

Conditions. The IT2000 agreements are to be used as such, not modified. In case of special 

requirement the additional amendment document clearly stating the amendments must be 

written and attached to the agreement. 

 

In the beginning of the IT2000 YSE the product and the service deliverables are defined. It 

helps both parties to understand the latter parts of the agreement and its content. The 

product in the agreement can mean a device, software, data medium and documentary 

material whereas the service deliverable definition includes installation, maintenance, 

product support, consultation, training and other specialist services. When the services and 

products have been defined, the parties can go into agreement details. The IT2000 YSE 

General Terms and Conditions are outlined in the following paragraphs. 
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Services charges can vary from provider to provider. Some customers do not care about the 

price of the service level if the agreed service level is met. More important to them is to 

have a functional environment, whereas some customers are not so critically driven. 

Different prices for different service levels benefit both parties. This gives providers the 

possibility to widen their market area and customers pay only for services required. 

 

IT2000 YSE lists five paragraphs on prices and how they are formed. It includes a 

description of how to handle situations where both parties have agreed to exceptional 

terms. In addition, the provider is entitled to extra charge for travel, accommodation and 

daily allowances from customer. Normally the payment is due after the products or services 

have been delivered. 

 

When the provider makes a SLA agreement with the customer, it should know the 

customer’s operational principles and thoroughly understand products or services it is 

going to provide. This knowledge brings confidentiality to the contract. IT2000 YSE 

contains non-disclosure responsibilities for confidential information and material, and also 

when the material or information is not non-disclosure by nature. When the agreement is 

terminated, parties should immediately stop using confidential information of the other 

party and destroy or return material to its original owner. Parties however can use the skills 

and experience gained during the delivery of the project but the rights and obligations still 

remain in force. All these rules also apply to subcontractor if provider decides to hire one. 

 

Patent, copyright and other intellectual property violations are the provider’s liability. 

Provider takes full responsibility of its delivered products and that they do not violate 

country–specific, valid intellectual property rights. IT2000 YSE lists in its provision the 

liabilities and actions of the vendors and customers if intellectual property rights have been 

violated. 

 

Occasionally delivery can be delayed. IT2000 YSE defines the maximum delivery delay 

and agreement annulment in case terms of agreements have been violated. Various 
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insurmountable obstacles can cause delays. Strikes, boycotts and stoppages are good 

examples of occurrences that can seriously influence the delivery of products or services. 

In this case neither provider nor the customer is responsible for the damage caused by the 

delay if it is out of their sphere of influence. When this kind of insurmountable obstacle 

takes effect or it comes to the termination, the other party should notify the other one 

immediately. 

 

Same notice rules are valid in other delays as well. If a delay or probable delay incident 

should occur, the other party must be notified in writing. Possible effects of delay should 

also be included in the notice. If fulfillment of the agreement is delayed by more than four 

months because of the insurmountable obstacle, parties can annul the agreement. Other 

reason for annulment can be if either party is responsible for the delay and the matter is not 

solved within reasonable period of time. 

 

The agreement defines the liability to indemnity and limitations of liability in case of 

violation of agreement. The indemnity should be higher than the cost of repairing the 

problem. Otherwise the other party can pay the indemnity but not solve or repair the fault 

because of indemnity’s low-price. IT2000 YSE has put fifteen (15) per cent maximum 

limit to indemnity calculated from total price of products or services. 

 

In the final clause IT2000 YSE defines the export limitation in Finland. The client commits 

to observe the Finnish law and authority regulations that are related to products or when 

exporting technical information. In all of these regulations in IT2000 YSE agreements 

Finnish law is applied and disputes will be solved in court of law. Additional specified 

terms for different purposes are added to IT2000 YSE contract. 
1
 

 

See more detailed description of the use of  IT2000 Specific Terms in Appendix A. 

 

                                                 
1
 Accessed 3 June, 2005. 

http://www.keskuskauppakamari.fi/kkk/julkaisut/Julkaisut/fi_FI/IT_2000/ 
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3 SUBJECT TO MANAGEMENT 

 

 

Rapidly spread Internet and intranet in businesses, for example payment over Internet, 

electronic commerce, electronic procurement, have made the infrastructure of companies 

more complex. 
2
 This has made many companies realize that IT itself should be recognized 

as a service provided for business. 

 

Management of server infrastructure needs time and working hours from skilled workforce. 

For the hosting companies, skilled workforce is the core element in a complex software 

environment. Wide experience enables development of innovative products. 

 

In a small company there may only be one system administrator who takes care of the 

system. Larger companies may need teams or even a dedicated department for surviving 

the workload. “The system administrator will need to maintain the software and hardware 

for the system. This includes hardware configuration, software installation, reconfiguration 

of the kernel, networking, and anything else that's required to make the system work and 

keep it running in a satisfactory manner.” 
3
 

 

The following subsections describe tools that are used in monitoring and what protocols in 

management are common in Windows environment. Well-known software used in 

management is introduced, including some open source applications.  

 

 

                                                 
2
 Anonymous. What is Operation Management? Accessed 30 Nov, 2004. Fujitsu Services Oy 

www.fujitsu.com.  
3
 Fiamingo, Frank. Unix System Administration, Chapter 1.1. © 1996 University Technology 

Services, The Ohio State University. 
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3.1 Monitoring tool 

 

SLA (Service Level Agreement) is widely used in contracts because it specifies a variety of 

performance standards that may or may not be included in service level. SLA also makes it 

easier for the customer to compare the services and prices of competitors. When a service 

provider and customer have made a Service Level Agreement, the service provider has to 

deliver the actual quality, or level, of service stated in the agreement. To cope with these 

challenges, the administrator needs tools to monitor the performance of the services. These 

monitoring tools include software or hardware that receives data about the state of 

underlying components. The gathered data is then stored in a database where from it can be 

reviewed or put into reports. These database qualities are important in the management of 

monitoring. 

 

There are two types of monitoring tools to collect data, primary data collectors and 

secondary data collectors. Primary data collectors capture data directly from the network 

elements such as bridges, routers et cetera. They can also gather information from software 

programs that affect overall service availability, for example applications and databases. 
4
 

 

Secondary data collectors extract information from other products that are primary data 

collectors. However, secondary data collectors are able to gather information themselves if 

necessary. The idea is to retrieve data from third-party management applications. A good 

example is Application Management Solution of Hewlett-Packard, OpenView. It can 

manage other vendor’s applications, such as Microsoft Exchange and their underlying 

infrastructure. 
5
 

 

Almost every device and software program uses agents to collect data about its status. 

Agents are autonomous processes that run in the background of a client or a server. Agent 

performs useful functions for a specific owner. It has been standardized by IETF (Internet 

                                                 
4
 Sturm – Morris – Jander, 2000. Foundations of Service Level Management. Sams © 2000  

5
 Sturm – Morris – Jander, 2000. Foundations of Service Level Management. Sams © 2000  
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Engineering Task Force) using Simple Network Management Protocol (SNMP). SNMP 

allows third-party platforms and applications to gather information from various sources 

regardless of vendor. 
6
 

 

3.2 Protocols for Management 

 

Today’s organizations have been forced to do more with fewer resources. This means in 

the information technology (IT) environment that organizations must get more value out of 

the existing systems. Therefore organization must invest wisely and require flexibility from 

their technology environments. For IT customers this means ensuring that new technology 

purchases support the leading distributed management standards. 

 

To gain flexible computing, integration and end-to-end interoperability the key word is 

standard. Standards play a critical role in the management environment and have an even 

more active role in a diverse technology environment. 

 

Standards have enabled vendors to cooperate with each other to provide customers with 

integrated and consistent information, processes and operation. For example Simple 

Network Management Protocol (SNMP) became the industry standard for network 

management in the late 1980’s and it is still used today. 

 

3.2.1 Simple Network Management Protocol 

 

Simple Network Management Protocol (SNMP) is a network management standard 

commonly used with TCP/IP networks and with Internetwork Packet Exchange (IPX) 

                                                 
6
 Sturm – Morris – Jander, 2000. Foundations of Service Level Management. Sams © 2000  
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networks (RFC 1298). SNMP is responsible for moving management information between 

devices, for example servers, workstations, router as well as services. 
7
 

 

The first formal definition of the SNMPv1 was in 1988 (RFC 1157). After that the SNMP 

protocol has been improved many times. SNMPv2 has four variations and all of them are 

defined; “original SNMPv2 (SNMPv2p); community-based SNMPv2 (SNMPv2c), user-

based SNMPv2 (SNMPv2u) and “SNMPv2 star” (SNMPv2*).” 
8
 The first three were 

SNMP RFC standards. The latest version is SNMPv3. In version 3 significant changes 

have been made in defining security methods and parameters. It has been developed to 

replace SNMPv1 and SNMPv2. Still SNMPv1 is the most used. It has its faults in security 

and simplicity but it is most widely spread of the SNMP versions. There have been also 

some problems with SNMPv1 and other versions in compatibility. It remains to be seen if 

version 3 can take its promised place. There are already 13 different RFCs for SNMPv3. 
9
 

 

See more detailed information Simple Network Management Protocol from RFC 1157 in 

Appendix B. 

 

Simple Network Management Protocol is a widely-used network monitoring and control 

protocol. In SNMP, two types of communicating devices exist: agents and managers. An 

agent provides networking information to SNMP management system (manager) running 

on another computer. Any computer or device that is running SNMP agent software is a 

SNMP agent, for example workstation, server, router, switch, bridge, and so forth. 

Figure 3-1 Illustrates the Distributed Architecture of SMTP 

                                                 
7
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8
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9
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Figure 3-1 Distributed Architecture of SNMP 
10

 

 

Manager can request (networks statistics, device error, device performance and usage 

statistics etc.) or send information to the managed devices. Send configuration request (turn 

off, on, etc.) from manager occur rarely because most client parameters have read-only 

access. 

 

SNMP agents normally respond to the manager’s request, which is called poll-driven. It is 

used for the periodic gathering of routine information, such as checking the usage statistics 

and general status of a device. Polling has its drawbacks when the number of network 

devices increase, which means polling required also increase. For huge systems this can 

become a burden on the network. To survive this, polling can be done less frequently 

which then leads to another problem: failure may go undetected for too long, for example 

10 minutes. Another message type is called interrupt-driven. Interrupts are used in the form 

of traps that a network administrator can set on a managed device. The traps that a device 

is capable of sending are also manufacturer-dependent and are defined in the Management 

Information Base (MIB). For example when a computer’s available memory meets its 

                                                 
10
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limits, the agent sends information to the manager without waiting for a request from the 

management station. 
11

 

 

SNMP agents are sometimes referred to as Management Information Bases (MIB). A 

MIB describes the objects, or entries, that are to be included in the SNMP agent database. 

An SNMP manager can request and gather information from an agent's MIB. It can also 

inspect or change the objects contained in it. 

 

Objects represent a particular type of information in the MIB, for example one MIB object 

can represent the amount of available memory on the agent or agent’s IP address. All the 

information that a manager might want from an agent is stored in various MIBs. 
12

 

 

A standard MIB maintain only a small amount of objects. There are more specialized MIBs 

also that offer a detailed and vendor-specific selection of information. A server operating 

system MIB may allow a manager to view the number of active users or the remaining 

licence count. 

 

Because the MIB can contain numerous objects, each object has its own numeric tag which 

is called object identifier (OID). An object is named sequentially in a Registered Tree. For 

example figure 3-2 illustrates the procedure how OID’s are named. 

 

                                                 
11
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12
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Figure 3-2 The Registered Tree 

 

All the OID’s are named as in the previous pattern. For example, in the above figure Dell 

server OID would be 1.3.6.1.4.1.674.10892. 

 

The only function of SNMP protocol is to transmit MIB object information between SNMP 

agents and managers. It is irrelevant what is inside these objects. The next figure 3-3 

illustrates messages sent between an SNMP Manager and its managed devices. 
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Figure 3-3 Messages Sent Between an SNMP Manager and its Managed Devices 
13

 

 

SNMP Manager and agent programs use many message types to communicate with each 

other. Figure 3-3 illustrates some of them. SNMP Agent notifies SNMP Manager with 

Trap message when unexpected event occurs on a managed device. GET message is from 

SNMP Manager to get information from the managed host. SNMP Manager also sends 

queries to managed host with GetNext messages. GetNext is typically used to obtain 

information from selected columns such as an internal IP table. Response in this figure 

means that SNMP Agent answers to SNMP Management’s queries.  

 

The structure of the MIB is laid out in an SNMP-related standard RFC 1155. MIB-II is 

defined in RFC 1213 and it contains 171 objects. MIB-II is now commonly used for 

                                                 
13
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monitoring various network devices and equipment as standard. The Microsoft SNMP 

service supports Internet MIB II, LAN Manager MIB II, DHCP MIB, and WINS MIB. 
14

 

 

See more detailed management information for TCP/IP based internets from RFC 1155 in 

Appendix C. 

 

3.2.2 Windows Management Instrumentation 

 

The Windows Management Instrumentation (WMI) is a key component of Microsoft 

Windows management services. Windows management services are integrated into the 

core Operating System (OS) and act as the management infrastructure. It consists of 

services (Active Directory, security management etc.) and tools such as event and 

notification mechanisms. 

 

The WMI provides management information and control for Windows Operating System 

in a corporate environment. It contains components such as server systems, desktop 

systems, applications, networks, hardware and so on. 

 

The Windows Management Instrumentation supports standardized systems, devices and 

applications managed in Windows Operating System. It is more secure, flexible and can 

provide more information about systems and users than SNMP with polling techniques or 

trap messages. With WMI it is possible to create event monitoring applications (scripts) 

which alert users when an alarming event occurs.  

 

The WMI provides access to system management information with various separate 

interface techniques like COM API, scripts and command line commands. Windows 

                                                 
14
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Management Instrumentation operates with other system management interfaces and 

protocols like Simple Network Management Protocol (SNMP). The WMI was not 

developed to replace other management standards such as SNMP, Desktop Management 

Interface (DMI), or Common Management Information Protocol (CMIP), but run beside 

them.
 15

 

 

3.3 Hardware Monitoring 

 

Monitoring and managing hardware is a core element in server environment. An occurring 

problem in hardware will eventually affect the whole server/system (applications, 

hardware) if it is not repaired early enough. For this demand vendors have developed 

software to monitor and manage hardware, or the most modern servers come with excellent 

self-monitoring hardware capabilities installed by the vendor. This usually means it is only 

for vendors’ own devices. For example Dell’s OpenManage application is preinstalled on 

its servers but it can also be installed later on. The other reason is the tough competition 

between designers and manufacturers that try to get the highest performance for example 

by overclocking of the hardware components. Therefore motherboard manufacturers often 

provide built-in hardware-monitoring tools. This ensures support for diagnostics and 

control over the most significant operating parameters of the main computer subsystems 

and components. Operating parameters for example consist of temperature of CPU, airflow 

within the cabinet, voltage of the power supply et cetera. 

 

Figure 3-4 illustrates a diagram of computer hardware monitoring. 

 

                                                 
15
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Figure 3-4 Diagram of computer hardware monitoring 
16

 

 

There are different kinds of monitoring and management applications for hardware. Some 

of them are free of charge and can be downloaded from the vendor’s web site, while some 

applications are free but they come preinstalled with the server and of course there are 

commercial applications available also at a cost.  

 

3.3.1 DELL OpenManage™ 

 

“Dell OpenManage IT Assistant is a comprehensive standard-based console for managing 

Dell servers and clients distributed throughout your corporation's network.” 
17

 This means 

it only detects Dell’s equipment from the network. For other vendor’s products additional 

management software will be needed. 

IT Assistant is extensive software. A number of client and server systems on a local area 

network (LAN) or wide area network (WAN) can be managed and monitored (with SNMP) 

                                                 
16
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remotely or locally with IT Assistant.  Its standard-based console is trouble-free to use and 

it is logical. System states are easily seen from the console because of their colors. There 

are three different colors green, yellow and red. Red is for the critical, yellow is warning 

and green is ok. Figure 3-5 below shows that server or servers have a critical problem (red 

color). 

 

  

 

Figure 3-5 IT Assistant management console 

 

Problem can be found by drilling down the tree structure. Server FIESP-PE6300 has a 

problem and by looking at its Logs-tab error it can be seen that the System is down. The 

                                                                                                                                                    
17
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Summary-tab (in the picture) shows information about the server for example operating 

system, asset information, user information, NIC port and so on. 

 

The administrator can change values of event filters or create new ones. Administrator can 

also specify which events are most important. After the event filters are defined the 

administrator can create corresponding event actions that notify administrator when the 

event filter is met. IT Assistant detects problems in the system and alerts administrator for 

example by email. This enables the administrator to prevent upcoming problems or react as 

soon as possible to fix the problem. 
18

  

 

The Dell OpenManage IT Assistant is used broadly in the companies that own Dell’s 

equipment. It is very exhaustive and it can be specified to the needs of the company. Also 

its popularity has increased because it comes with the equipment and is free of charge. 

 

3.3.2. Server Sentinel 

 

Unisys Server Sentinel software was developed to detect and prevent hardware failures 

before they happen. Today Server Sentinel is highly integrated suite of system management 

software. It is designed to assist Microsoft Windows programs to run as smoothly as 

possible on the Unisys’s ES7000 servers. Although Server Sentinel is for Windows 

machines, Unisys has extended its support for Linux operating system in the Intel based 

Windows environment. One of its advantages is that both systems can be managed from 

one screen. 

 

Application Sentinel differs from Server Sentinel by its management features. Server 

Sentinel manages the ES7000 hardware and operating system layer whereas Application 

                                                 
18
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Sentinel directs its management attention to application and database layers. These two 

should not be mixed. 

 

Unisys Server Sentinel differs from system management software of other major vendors 

by its self-healing features. This means automatic and unattended fault handling and 

recovery of hardware and operating system. Jon Burns, director of Unisys’ Sentinel 

program says: 

 

"It can anticipate potential issues that might cause a failure to occur-like a memory 

threshold being exceeded. The system can automatically engage in a structured 

failover," 
19

  

 

Server Sentinel has all the basic features such as monitoring devices and analyzing 

performance. When monitoring, the predicting of the behavior of the devices, for example 

disk, memory, and condition of processors is significant to prevent upcoming errors. 

Monitoring can be real-time or it can be reviewed for example months later. Analyzed 

performance and availability reports help to anticipate and correct errors before they cause 

a problem. 

 

It is possible to manage ES7000 server remotely by PC with web access, for instance from 

home, office et cetera. With remote access the administrator can analyze the server 

remotely or possibly fix the problem. 

 

See more detailed figure in Appendix D. 

 

Unisys has included in Server Sentinel a preconfigured interface to BMC Patrol, CA 

UniCenter, Tivoli NetView and HP OpenView to achieve higher market share in server 

business. These management systems will automatically discover the ES7000 Server 
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Sentinel which will then begin to provide management information mainly using SNMP 

traps. 
20

 

 

It could be imagined that Sentinel management software would be free for the buyer of 

ES7000 server because software is delivered with every Unisys ES7000 enterprise server. 

However, each software package costs about USD 1000 per processor to run on a server. 

ES7000 server’s scalability is up to 32 Intel processors. 

 

Figure 3-6 illustrates Server Sentinel’s monitoring screen. 

 

  

 

Figure 3-6 Server Sentinel Health Screen 

 

At the top of the figure there are three squares that represent health of the hardware, system 

and security. It is easy to notice if one of them changes their color, which means warning or 

                                                                                                                                                    
19
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failure. On the left hand side there is menu panel where the administrator can check 

features from the observed environment. Selected menu screen shows the desired 

information in more detail. 

 

3.3.3 CA Unicenter TNG 

 

Computer Associates International, Inc. (CA) is one of the world's largest management 

software companies that delivers software and services across operations to corporate IT 

environments. Unicenter TNG is truly directed at large organizations that need to monitor 

and manage their enterprise systems. CA does not sell any hardware or servers of its own 

and consequently CA has focused developing software which is integrated with many 

leading hardware and software companies’ products. 

 

Hardware management is only a tiny core part of system management in Unicenter TNG 

enterprise system management. TNG has included in the enterprise system management all 

the core features like management of operating system, hardware system, database system, 

application system and also fancy parts such as 2D and 3D viewing. Administrator can 

decide which one of the interfaces to use. 3D is more concrete and is probably easier to a 

person who does not understand too much of technique. 

 

TNG is integrated with other system management products such as Microsoft’s Systems 

Management Server (SMS) and Dell Open Manage through SNMP. TNG gets information 

from the Dell Open Manage through SNMP and shows information as a picture on its own 

interface. This of course means that certain files from Dell have to be run before TNG 

understands messages that Open Manage sends to it or at least update them from time to 

time. The same procedure has to be applied to products of each company. This way the 

administrator does not have to check many management tools for example to see the state 

of every server’s systems. 
21
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Although Unicenter TNG sounds perfect, it has its drawbacks. Its deployment requires a lot 

of planning and customization and most importantly the administrators must be well 

trained to use the system. Otherwise it is a waste of resources and money of the customer 

enterprise.  

 

3.4 Network Monitoring 

 

In recent years companies have noticed rapid growth in data processing. This together with 

the fast development of computers, information technology and equipment selection has 

lead to a wide range of solutions. Single vendor and simple architecture is out dated. It is 

common today for companies to have several of different kinds of local area networks 

(LAN) which are connected with hubs and routers. Virtual Private Networks (VPN) have 

eased secure connection between distant offices or remote employees to main office. 

Because of this and low cost organizations have stated to replace leased lines with VPN 

connection.  

 

Networks have provided us with a fast connection and effective way to get our hands on a 

huge amount of information. Network connections are so important that when the 

connection breaks it can at the same time indicate business breakdown, frustration of 

business partners and customers, delay of essential information and possible loss of profit. 

 

For ServerHotel provider the working network connections and their speed are essential. 

Making ping command on the command prompt every now and then or checking traffic is 

a waste of the employees’ time. To avoid breakdowns there must be an administrator in 

smaller companies and administrator teams in larger ones. Automated network 

maintenance tools are essential in effective network management. This enables the worker 

to concentrate on essentials and upcoming events instead of running from one critical 

situation to the other. 
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Complex networks contain equipment from different vendors. Normally all the vendors 

have their own software to manage their equipment. This leads to chaos. Servers are filled 

up with all kinds of management software and these programs are also eating server 

resources. A company that develops management software which supports different 

vendors’ equipment will get their market share. There are some software products available 

from companies like CA or Hewlett-Packard for this kind of demand. 

 

3.4.1 Cacti 

 

Cacti is a free network graphing solution. It uses Round Robin Database Tool (RRDTool) 

to store and display time-series data, for example network bandwidth, computer cabinet 

temperature, and server load average et cetera. Administrator can set the time interval to 

desired periods which are suitable for in the needed environment. Cacti stores all the 

essential data in a MySQL database. From there the older graphs and other desired 

information can be reviewed. Data is gathered or retrieved from network devices via 

SNMP which is supported in Cacti or with other protocols, for example WMI in Windows 

world. 

 

Cacti can be installed for example to UNIX, Linux or Windows operating system and its 

frontend is PHP driven. PHP is a common scripting language which is especially suitable 

for Web development because it can be embedded into HTML. This means that Cacti can 

be used with any internet browser.  

 

The following figure 3-7 illustrates the graph console of Cacti. 
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Figure 3-7 Graph console of Cacti  

 

Graphs in Cacti are dependent on RRDTools graphic types. Administrator can select a 

suitable graph from a variety of displays and also modify graph size or color et cetera. The 

tree on the left hand side of the pane gives clearer understanding of the monitored devices. 

22
 

 

Cacti has not yet implemented an alerting feature that would alarm administrator of a 

failure. However it is still under development and will be added in the next version. 

 

 

 

                                                 
22
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3.4.2 Servers Alive 5.0 

 

Servers Alive is an end to end network monitoring tool. It can monitor TCP services (FTP, 

NNTP, POP3, SMTP, DNS, SSH), UDP services (Radius servers, Quake II, CITRIX 

server, and many game servers), NT and 2000 services, disk space, Web services (HTTP, 

HTTPS, RTSP, MMS), Databases (MS SQL servers, Oracle databases) Netware servers, 

SNMP devices, and custom, user-written checks. As we can see above Servers Alive does 

not only monitor network environments. 

 

Alerts to the administrator in Servers Alive are manifold. Administrator can choose the 

most suitable way to be informed and to where if alert takes place. For example the alert 

messages can be sent to email, cell phone, ICQ, SMS or pager. 

 

Servers Alive uses Round Robin Database (RRD) for the storage of historical data and for 

the generation of graphs. From the Servers Alive console it is easy to check the state of the 

entries. Figure 3-8 illustrates the console of Servers Alive. 
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Figure 3-8 Console of Servers Alive  

 

The figure above shows three different modes; critical, maintenance and normal. Red color 

means down and yellow means that for example server is in maintenance mode which 

means that there will be no alarm notification to the administrator if the entry is down. 

Normal mode is indicated with grey color. Windows toolbar at the bottom of the figure 

indicates Servers Alive status, STOP. If all of the entries are in normal mode, the sign will 

change its appearance. 

 

The software is free of charge to a certain level. Newly released 5.0 version gives 10 

entries and unlimited time to get used to the program as in previous version 4.0. New 

commercial Servers Alive’s enterprise version can monitor up to 5000 entries and its price 

is USD 239. If the company’s environment is small enough to be monitored over with 10 

entries chargeable version is not needed. 
23
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3.4.3 CiscoWorks 

 

CiscoWorks is a suite of bundled solutions for management areas like: IP telephony, LAN 

Management, Small Networks and VPN / Security. Each solution consists of various 

components. Some of the components are common and some are essential to their scope. 

One of the management solutions is CiscoWorks Small Network Management Solution 

(SNMS). It is network management software that is suitable for small and medium-sized 

businesses. Small Network Management Solution manages 40 or fewer Cisco 

internetworking devices such as switches, routers, hubs, and access servers. This means 

that SNMS can also discover and monitor other vendors’ devices but is limited to manage 

up to 40 Cisco devices. 

 

CiscoWorks SNMS provides a powerful set of monitoring and configuration tools for 

administering Cisco devices. With Small Network Management Solution version 1.5 multi-

vendor device monitoring is possible which is an advantage compared to some other 

Cisco’s products. SNMP functionalities can be accessed via a web browser that enables 

flexible remote access to administrator. 

 

SNMS solution comprises of a set of applications CiscoView, Resource Manager 

Essentials (RME) and WhatsUp Gold. Each one of them has its main functional area: 

CiscoView does device configuration, device management is done using RME and 

WhatsUp Gold task is network discovery and policy management tool. 

 

Figure 3-9 illustrates the main window of CiscoView. 
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Figure 3-9 Main Window of CiscoView 
24

 

 

CiscoView provides graphical back and front panel views of devices. It uses a Browser-

based Graphical User Interface (GUI) to display real-time information about the status and 

configuration of Cisco devices, for example ports, chassis, and interfaces on the network. 

The six different colors describe ports status in detail from dormant (blue) to active (green) 

state. In figure 3-9 there are five ports that are failed (red) and one port is in active state. 

 

Resource Manager Essential is a browser based network management solutions for Cisco 

switches, access servers, and routers. With RME administrator can build and manage 

network register, collect and store detailed information of devices (for example RAM, 

Flash memory, cards, and image version), change configuration of devices and both view 

and update device status. RME is very useful for administering the Cisco network devices. 

 

The disadvantage in CiscoWorks SNMS is that CiscoView and Resource Manager 

Essential application features are only compatible with Cisco’s own devices. Other 
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vendors’ devices can not use these application features however their devices can be 

discovered and monitored with SNMP. 

 

CiscoWorks controls and manages physically connected devices such as routers, switches, 

hubs et cetera via Simple Network Management Protocol. Alarms use also SNMP. When 

WhatsUp Gold detects alarm the notification can be sent to beeper, pager, sound, 

WinPopup, e-mail, voice message, and others. 

 

The price of CiscoWorks Small Network Management Solution (SNMS) is around USD 

3,000. The cost of managing a network with SNMS is not too bad if all the included 

application could be applied to all vendors’ devices not only to CiscoWorks. 
25

 

 

3.5 Software Monitoring 

 

Software monitoring is the newest thing in system maintenance. Developers’ late interest 

in it was caused by lack of standards and complexity of location of health information in 

different Operating Systems. Some major vendors cooperated with each other to fill this 

gap. They made initiative of Web-Based Enterprise Management (WBEM) to provide 

management of systems, networks, users and applications across multiple vendor 

environments. WBEM simplifies system management by providing better access to both 

software and hardware data which is readable by WBEM-compliant applications. 

Microsoft’s own WBEM implementation is called Windows Management Instrumentation 

(WMI). Other major compatible management protocols are SNMP, DMI, and CMIP. 
26
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3.5.1 MOM 2005 

 

Microsoft Co. has brought a new version of Microsoft Operation Manager (MOM) to the 

market. MOM is an operations management server that collects information about servers 

and software that are running on them and presents data in a unified view. Microsoft has 

developed two versions of MOM. Microsoft Operations Manager 2005 for large 

organizations and Microsoft Operations Manager 2005 Workgroup Edition for mid-sized 

businesses. 

 

Microsoft has developed MOM to improve the manageability of Windows Server System 

environment. MOM uses event management, monitoring, alerting, reporting, trend 

analysis, system and application-specific knowledge and tasks to manage extensively 

Windows environment. There are also Management Packs that contain specific interfaces, 

rules, reports and features from non-Microsoft providers. Management Packs allow MOM 

to manage a variety of other applications, for example Unicenter Web Services 

Management Pack, HP Insight Management Pack, XMP for Lotus Domino, Horizon for 

SAP et cetera. 

 

The full product covers unlimited number of servers but one license is needed for each one 

of them. Obviously the increase in price is significant. It is fairly expensive for a company 

to put 12 servers in MOM 2005 compared to the Workgroup Edition which can manage 10 

servers. Microsoft has intended MOM 2005 especially for large companies that are 

probably based in several locations. The full product allows setup bridgehead servers to 

link together multiple sites. Workgroup Edition is for businesses that use a single-site 

network only. It is worth to mention that in the full product of MOM Virtual Servers are 

not counted as separate servers as in Workgroup Edition. A company which uses Virtual 

Server 2005 installation and is hosting four virtual servers has then used five licenses in 

Workgroup Edition but only one in MOM 2005. 
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MOM uses mainly Windows Management Instrumentation (WMI) to monitor the data 

which is divided in four different types: event data, performance data, alert data, and 

discovery data. Even though MOM is using WMI for management, it needs at least SNMP 

when it is integrated with other monitoring tools such as HP’s OpenView and IBM’s Tivoli 

network management systems. This requires SNMP installation and configuration on each 

agent computer. Other thing is that the operating system SNMP service must be installed 

on the computer where the SNMP traps are monitored. 

 

The system can work with agents or without agents, via WMI and Remote Procedure Call 

interface. Agents help MOM to detect problems quicker, scale better, and give more 

information to administrators. The advantage in the agent’s environment is that they use 

less bandwidth than in the agentless WMI environment. However agents are not always 

optional, for example the Active Directory management pack requires that agents are 

installed on all domain controllers.  

 

The new Workgroup Edition manages as many as 10 servers and all the services that might 

be running on them for example Exchange Server, SQL Server, DNS, IIS and so forth. 

MOM 2005 Workgroup Edition emphasizes real-time information rather than historical 

reporting and analysis. It does not include MOM 2005's server discovery and mapping 

capability or multi-tiering of management servers. The other disadvantage of Workgroup 

Edition is that it can not be extended just by purchasing an extra license for the next (11
th

) 

server. The following step would be upgrading Workgroup Edition to the full MOM 2005. 

 

Both versions require at least one Microsoft Windows Server 2003 on which to install and 

run. They also need a database where to store important data, for example Microsoft SQL 

Server. For MOM 2005 it is recommended that its database should be in another server to 

prevent slowing down the system. Both Operations Managers can manage Windows 2000 

Server and Windows Server 2003 based devices. 
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The purchase price of MOM 2005 Workgroup Edition is USD 499. MOM 2005 is priced at 

USD 729 for the management server license and USD 2,689 for a license to manage as 

many as five servers. 
27

 

 

3.5.2 HP OpenView 

 

Hewlett-Packard’s OpenView is a set of management applications. Application 

Management Solution is one of them. It is particularly directed towards companies who 

want to monitor comprehensively the critical application environment of the entire 

business. 

 

Application Management Solution has almost the same qualities and functions as MOM 

2005. The different point of view in HP’s OpenView solution is finding a path to the 

problem and understanding where and which solutions does it have an effect on. For 

example, if Oracle database goes down, it affects programs that use Oracle and Oracle 

backup does not work correctly. It is not only preventing or fixing problems but also it, 

provides an advanced perspective to management of business environment. 

 

OpenView’s Application Management Solutions are also a suite of bundled solutions for 

management software. The core software includes basic features of management such as 

monitoring and reporting. It uses agents to gather data from other applications and devices 

but it can also operate in agentless mode if needed. The administrator has to decide which 

is more important: comprehensive information from the agents or more secure environment 

with less information. Application management uses for example SNMP, HTTPS, RPC / 

DCE protocols to get the information needed. 

 

Application Management software database stores saved information only for five weeks 

and then deletes it. As we can see, reporting is not very exhaustive and an additional 
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reporting tool should be purchased if the company wants to avoid extra work. Additional 

applications are the key in OpenView. A company will need to purchase only the tool 

needed in their environment. Irrelevant tools are avoided in this way. Of course these 

supplementary tools raise the price of Application Management significantly and small 

companies might not find it cost-efficient. Other additional software includes SAP, 

PeopleSoft, Microsoft Exchange, Microsoft SQL database and Oracle. In the long run, if a 

company is expanding internally or expanding their customer services, OpenView’s 

solution family covers all the upcoming challenges. 

 

Price of Application management is predetermined by licences. One licence is for a fixed-

price management server which is fixed price. Every managed server is separately licensed 

and licence price determines which tier the device is. With servers it usually means how 

many CPUs it has. Apart from server licences additional software components put the price 

even higher. 
28

 

 

4 REMOTE ADMINISTRATION 

 

 

Remote administration refers to remote control of computer, server or network 

workstation.  The idea of remote administration is to have access to another computer, and 

view and control it across the network. The need for this kind of application can vary 

depending on user. Some users might use it to gain access to their home computers from 

work. Especially for business professionals it is important to have secure access to their 

work-related information from anywhere at any time. Remote administration can also be 

useful when helping friends or relatives when problems occur in their computer. 

 

For administrators remote access to various computers is ideal. By using it they can help 

employees in educational context or in any problem situation and check, for example, state 
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of the server. Monitoring servers from remote site is more than welcomed especially in 

hosting situations. Remote access gives more latitude and saves time in traveling, which of 

course saves money as well. 

 

There are few characteristics in remote administration that can especially be valued with 

high importance. Cost is of course always important in business world and it almost always 

comes first. Remote access has proven to be the most cost-effective way for administrators 

to help and solve problems in customers' computers. Security is of vital significance in 

today’s internet connections where messages can be captured by other users. For this 

reason particular attention should be paid to the high quality of security in remote access, 

and communication between two computers should be protected particularly when business 

is in concern. To guarantee good security of remote administration cross-platform 

connections and software company’s reliability are also issues that should be taken into 

account. 

 

The following subsections describe tools that are used in remote administration. They 

introduce some open source applications as well as well-known software used in remote 

administration. 

 

4.1 Virtual Network Computing 

 

VNC (Virtual Network Computing) is open source remote control software. One of its 

advantages is to view a platform exactly as it is in another end though the viewer is using a 

different platform. Windows desktop can be displayed on Linux, Solaris or on other 

architectures and vice versa. The good thing is that the installed software is small, for 

example Windows viewer is only about 150 Kilobit in size. Installation is easy and 

straightforward both in a viewer and in server software. 
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A person who wants to have remote access has to install viewer software in his computer 

or to the computer he is making the connection from. The viewed computer needs to have 

server software installed and the program has to be running, after this the user can connect 

to it with the viewer. VNC uses TCP/IP connection between server and the viewer, thus the 

user needs to know the IP address or name of the server when making a connection with 

the viewer. Figure 4-1 illustrates an example of connection details by using a server name. 

 

 

 

Figure 4-1 Connection details of VNC Viewer  

 

The above figure shows the Connection details of VNC Viewer’s. In this figure server 

name is used to make a connection. 

 

User can use VNC even without installing software. Java viewer within web browser can 

control any desktop remotely which has made the control of desktops easy. The default 

port on the servers’ side is 5900 but it can be changed if needed. The security between 

connections is dependent on the version of VNC, for example in a free version security is 

provided by only eight-character password. However, the password is not optional in any 

version and without it the remote connection does not work. 
29

 

 

In Personal and Enterprise Edition there is a 2048-bit server authentication and 128-bit 

session encryption. Cost of Personal Editions is USD 30 per VNC server license key and 
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the same authentication and encryption rules are applied to Enterprise Edition with USD 50 

per VNC server license key. 
30

 

 

To users who only need to access a computer’s desktop and to operate as if the user was 

physically present, a free version of VNC would be suitable. Risky connections can be 

secured with SSH encryptions, port forwards and compressions. This of course requires a 

bit more time and testing but outcome will be satisfactory. Some features such as file 

transfer and multiple connections at the same time are missing in VNC and would provide 

additional benefit. Maybe these will be added in the future after several people have made 

requests over and over again. 

 

4.2 Microsoft Remote Desktop 

 

The new Microsoft Remote Desktop for Administrators is designed for administrators to 

remotely manage Server 2003 systems. The desktop was previously called Terminal 

Services in Remote Administration mode, when it was part of Terminal Server in Windows 

2000. 

 

The difference between Server 2003 and Server 2000 is that Remote Desktop for 

Administrators and Terminal Server has been separated from each other. However, 

functionalities in Remote Desktop have remained the same. This development has made it 

possible to leave out third-party remote administration software. It is an advantage because 

there is always the possibility that an other company’s software can negatively affect the 

functionality of operating system. 

 

Remote Desktop for Administrators is installed in Windows 2003 by default but it has to 

be activated in System Properties before it is functional. Two administrators can remotely 

access the server simultaneously in addition to the person using the console locally. 

                                                 
30
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Because Remote Desktop for Administrators is a default component in Windows 2003, the 

two remote users do not need licenses for connecting to the console. The following figure 

4-2 shows Remote Desktop Connection to Unisys Domain. 

 

 

 

Figure 4-2 Remote Desktop Connection  

 

The figure illustrates how easy the remote connection can be. Other pages than the General 

are not so crucial for making the connection. 

 

Remote Desktop Connection is client-side software. It is installed by default in Microsoft 

Windows XP and Window Server 2003 computers. The software can connect to the server 

in two modes Remote Desktop for Administrators or Terminal Server with no functional 

differences. The client computers can also connect to other clients’ computers if the 

receiver has allowed Remote Connection To This Computer. 
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The connection to the server is made by true graphical user interface even if the 

administrator is not using a Windows-based computer. Connection address in a browser 

would be https://Computer-name:8098. Remote Desktop for Administrators also allows 

servers to be managed from any location. 
31

 This means connection does not have to be 

from Local Area Network which makes remote administration more usable for 

administrators when administering a server for example from home. When connecting to 

the server outside the company’s network the administrator should use encrypted 

connection. The most used secure connections are with Virtual Private Network (VPN) or 

even more secure is the tunneling VPN over Secure Shell (SSH). One of the common 

software which uses SSH is PuTTY. It was originally available for Windows but is now 

also available for other operating systems such as Unix platforms. 

 

With Remote Desktop administration is easy. Network printer redirection, file transfer and 

cutting and pasting between local and remote computer are usable features. However there 

are always exceptions such as restrictions imposed by Windows version or network 

policies. Remotely administered servers or other computers can be restarted but sometimes 

it can happen by mistake because desktops can be mixed. Figure 4-3 shows some desktop 

similarities very well. 
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Figure 4-3 Two different desktops  

 

The remarkable difference between Microsoft Remote Desktop and other remote access 

software is that application processing is performed by the server. Only data from devices 

are transmitted between server and local computer. In Remote Desktop the remote user will 

login to the server as any user who uses the console locally. The advantage is that various 

users can use the desktop simultaneously by not interfering with each other. In other words 

users do not see other users’ actions because they are logged in as a different user. 

Normally other remote access software just draws or captures remote display, mouse and 

keyboard. In VNC, two simultaneous users on the same desktop are impossible. Both use 

the same mouse and conflicts are not avoided. This could cause serious problems. 

 

Remote Desktop for Administrators has eased the work of administrators and small 

companies do not have to buy Terminal Server licences to use this feature or third party 

software to administer servers remotely. 
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4.3 NetOP 

 

NetOp Remote Control is designed especially for corporate business. It has numerous 

features that help IT professional and helpdesk in their work. NetOp users can do all the 

same things remotely that they would do in front of the managed computer. 

 

The software consists of two principal modules, a Guest and a Host. The Host module is 

installed to a computer to be remotely managed and the Guest to a computer from which 

the management is done. NetOp has also three additional modules with extra additional 

features and for additional cost. Security Server Model is for centralized security 

authentication, authorization and logging. Name Server module registers NetOp names and 

resolves them into IP address. The last module is called Gateway. It acts as a routing 

mechanism for NetOp traffic. The price of these special modules varies from USD 4050 to 

USD 13680, security server being the most expensive one of these three modules. 

 

NetOp has different kinds of combinations of Host and Guest packets. It is possible to buy 

a single Host or Guest license or a combination of the two. One Guest and ten Host 

licenses would cost approximately USD 7350. Updates of these packages are available for 

additional cost, usually forty percent of the licence cost. The company defends their prices 

by stable, fast and user-friendly software and its features. 
32

 

 

The software of NetOP covers all standard communication protocols from TCP/IP to IPX 

and NetOP also supports various platforms such as Windows, Linux, Mac OS X and 

Solaris, for this reason there is no problem between two different platform connections. In 

NetOp there are plenty of features which are useful such as security between connections, 

multiple simultaneous access to one computer, file transfer and so on. As in any other 

profitable software, there are also features that are actually not needed at all. One good 

example would be a Multi Chat feature, online communication between Guest and Host 

users on a text mode. Its Audio Chat feature is more useful because it can reduce calling 
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prices in the company and communication would not be so frustrating to users either as, for 

example the other end does not need to know how to write the used language. If this 

feature is used, it means that microphones should be in-built in every computer. 

 

To summarize, the NetOp Remote Control is designed for IT professionals and corporate 

level use. It is comprehensive, effective and security-conscious software with added 

features that are not needed. It can certainly manage more complex communication than 

many rival products on the market, and it has a support service which is useful for 

administrators in problematic situations. Support service can be contacted as soon as 

problems occur. This is very useful also in HelpDesk operations. 

 

5 UNISYS IMPLEMENTATION OF CONTRACT 

 

 

Unisys is a worldwide company providing information technology services and solutions. 

It operates in more than 100 countries and has 37 000 employees of which 85 are in 

Finland. The primary market areas of Unisys worldwide are financial services, public 

sector, communications, transportation, commercial and media. For these customer 

segments Unisys delivers consulting, infrastructure, system integration, outsourcing and 

server technology. 

 

Unisys Finland’s most important customer segments are information technology and 

transportation. Consulting belongs to Finland’s main expertise with server technology and 

infrastructure. Infrastructure and server technology are the core businesses that bring stable 

income to the company but consultation is the primary business. Current consultation 

projects in progress are in transportation and technology area. 
33
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Agreements that Unisys Finland applies are based on contracts that come from Unisys head 

quarters in Philadelphia, USA. These contracts are applied to Finnish law and some of 

them comply with Service Level Agreement. System & Technology business unit which 

takes care of ServerHotel, applies IT2000 agreements and SLA in data communication 

contracts. The following paragraphs present Unisys’ example of Hosting Service 

description, its content and definitions. 

 

Service depiction purpose and aim is to describe Unisys’ services and both parties’ 

responsibilities. In this description the service’s main goal is to secure servers’ usability 

which is in Unisys’ premises. The service contains monitoring and management, server’s 

premises, backups and restore, server’s capacity, firewall service and reports. 

 

Server’s monitoring and management means that Unisys constantly monitors servers’ 

hardware, servers’ applications and networking devices using various tools. Monitoring 

means more overall follow-up and future predicting. It enables provider to see history of 

measured subjects and it gives a clue of the future trends. Monitoring tools therefore 

prevent uncomfortable surprises or they give alert when maximum threshold is exceeded. 

Sometimes unexpected situations occur as well. All these events are handled within the 

management time window. Even though monitoring and management are separated they 

still overlap each other.  

 

Management time window is more like hands in work than just a follow-up. Management 

includes work for servers and applications. Servers’ management consists of various jobs 

such as remote management, virus prevention, backups, hotfixes, service packs, control the 

hard disks capacity and so on. Partly these jobs are tied-up to application management and 

some of the tasks belong to the both sides. For example service pack updates are relevant 

to operating system but also the other way around. Application management covers also 

servers’ F-secure virus applications, MS Exchange, MS SQL, Oracle et cetera. Unisys 

installs, updates and maintains the applications agreed for the customers. However if 

customer has special applications such as financial administration systems Unisys relies on 
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the services provided by the application vendor in case of updates, maintenance or when 

problems occurred. 

 

Monitoring time window is twenty four hours by seven days (24*7) which means 

continuous monitoring. However this does not mean that problems occurred are solved in 

the middle of night or immediately if it is out of management time. Unisys still tries to 

avoid reboots of the systems or other breakdowns during office hours for example running 

updates before 08.00 a.m. The management time or any of the service times of course can 

be changed to fit to customer’s needs with extra charge. The next figure shows service 

times of the Service description. 

 

Service Service Time 

Reachability 08.00 - 16.30 

Monitoring Time  24×7 

Management Time 08.00 - 16.30 

Carrying out changes weekdays 08.00 - 16.30 

 

Figure 5-1 Service times  

 

Unisys gives reports to the customers from servers’ disk space, capacity and failure 

notification. Notification includes open and closed notifications which are put in to failure 

groups. The statistics of the failures are also reported. 

 

Backups are never mentioned too often. Service description defines that backups are 

performed daily with customers back up method. Restoration is needed sometimes from 

customer request. Then customer has to ask restoration from Unisys. If restoration has to 

be done outside of the management time window or if there are a lot of restoration files 

Unisys charges extra from it. 

 

Customer’s servers will be relocated as such to the hosting environment which is secure 

and safe place. The computer room is well air conditioned, fireproof and is equipped with 
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Uninterruptible Power System (UPS) with Diesel generator and access control. Customer’s 

servers are protected by Unisys firewalls even though the customer has its own firewall. 

Required changes to Unisys' firewall can be requested from Unisys. 

 

Normally hosting contracts are made for three to five years but of course it is negotiable. 

The contract time might seem to be short but in information technology area five year 

contracts are generally speaking long time. This is due to the fact that technology evolves 

and simultaneously prices go down. Because of this Unisys follows the common path in 

contract times like other companies do. 

 

6 TOOLS SELECTED TO ACHIEVE SERVICE LEVEL 

 

 

Outsourcing in IT business has been a trend for years. companies have wanted to focus 

their attention on their core business and information technology is only a tool to achieve 

their goals. Trend and focusing on the core business are the main reasons why more and 

more companies have started to outsource their information technology operations. This 

has lead to the situation where demand for hosting has grown rapidly. These changes which 

have taken the place in hosting markets in last ten years have enabled smaller companies to 

gain foothold on the market from the bigger companies. 

 

Unisys Finland has evolved slowly from hardware company to the services company. 

ServerHotel business was developed as a new service and it was launched in the year 2003. 

The first two customers in starting year were Valtion ja erityisalojen ammattiliitto and 

Kemian liitto. They were followed next year by Viestintäalan ammattiliitto and Puualan 

ammattiliitto. The current year has been busy when three other customers were moved to 

Unisys hosting. From the beginning ServerHotel has brought profit to the Unisys and 

growth has been stable ever since. 
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Unisys idea of the profitable ServerHotel is to use automation and virtualization techniques 

as much as possible. Automation is now used in backups, updates and alerts. Yet there has 

not been regularly occurred event or events that would need to be automated. However if 

that kind of situation comes up, it would be better to figure out why a certain event occurs 

recurrently than just to automate it. 

 

Often more than ninety percent of the servers’ capacity is wasted. This is an expensive way 

for the customer and the provider to use servers. It means many separate servers with 

unused capacity and these physical devices need more space in computer room. Another 

disadvantage is that the hardware needs to be updated. Furthermore, there maybe problems 

with the server. The solution to these problems is virtualization technique. The main idea 

of virtualization is to get the most out of hardware use, which means putting many 

operating systems and applications in the same hardware. At the same time it saves floor 

space in the computer room and makes new hardware purchase needless. A good example 

of this is that when motherboard breaks down in a normal server, the only solution is to 

repair it. In virtualization this does not happen because virtual operating system does not 

have its own private motherboard. Obviously the main server, for example in Unisys’s case 

Windows Server 2003 Enterprise Edition, has a motherboard but it is shared with all 

virtual machines. Virtual machine can be any Windows operating system such as XP, 

Server or Linux even though Microsoft does not assume responsibility for its problems, on 

top of the Microsoft Virtual server 2005. Figure 6-1 will show how operating systems can 

be built on top of one another. 
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Figure 6-1 Building Virtual server 

 

The maximum number of virtual machines in the virtual server is sixty four but rarely 

usage is that high. 

 

Like in hardware, software problems are easier to repair in virtualized environment. 

Administrator can take images of the virtual machine’s operating system and reinstall it 

quickly if needed. Images can be taken any time after the initial installation or whenever 

the machine’s operating system and all other programs needed are installed. This saves 

time in case operating system should be installed from the start. 

 

Management and monitoring are also concentrated when virtual server is used. From 

remote location, management is easy because servers can be restarted or shut down by 

pressing the button in a window. Even though virtualization brings savings and facilitates 

the management, it is not always the best choice. Some programs are better to run in 

separate dedicated server, especially when the single program uses a lot of resources. 

Virtual servers save time and money if their usage is planned right. 
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The following subsections will describe how and with which tools Unisys has achieved the 

agreed standards and promises. 

 

6.1 Management and Monitoring 

 

Management and monitoring are core parts in Unisys hosting because they cover almost all 

that is done in the ServerHotel. Management includes backups, updates, virus preventions 

and so on and also some applications as mentioned in the previous chapter. Unexpected 

management works usually occur through monitoring application when the administrator 

gets alert from it. 

 

Management is usually done from result of monitoring although management includes 

research and improvements which are not tied-up to monitoring. Mainly monitoring is to 

monitor present state of servers’ and applications’ health, but also it is important that 

monitored objects have report of their past history. This historical data are particularly 

essential when the administrator analyzes different trends related to ServerHotel operation, 

such as changes in the amount of network traffic, data storage usage and processing loads 

of servers. Monitoring thus forms the basis for purchase planning and responding to 

changes in the ServerHotel environment. 

 

Monitoring data is also used for reports that are delivered to customers as specified in the 

service level agreement. This is a way the customer has up-to-date information on their 

particular environment and upcoming changes that will affect their business. 

 

Unisys has agreed with every customer that monitoring time window is 24 hours by seven 

days. This service has been reached using different monitoring tools depending on the 

monitored subject. It is significant that monitoring tool is able to send alerts to 

administrator and because of this it has also been one of the selecting requirements. 
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Alerts are wanted to automate as far as possible because it gives administrator more time to 

concentrate on essentials matters rather than just a mechanical observation. It just not only 

saves administrator time but also company’s money. 

 

Over the last two years Unisys has searched suitable monitoring tools for ServerHotel and 

developed them for their own purposes if necessary. The following monitoring tools were 

chosen to meet the agreed and promised requirements. 

 

6.1.1 Dell’s OpenManage and IT Assistant for hardware 

 

In the ServerHotel almost all computers orginate from Dell. This uniformity makes 

hardware monitoring easier. Unisys uses OpenManage and IT Assistant software for 

monitoring. Dell preinstalls OpenManage software to its servers which monitor server’s 

hardware and shows server’s state locally. IT Assistant, which gives wider view of the 

whole server farm environment, uses the same information base as OpenManage. 

Monitored server’s state in IT Assistant can also be seen in the OpenManage which 

facilitates administrator’s work. This is why Unisys uses both pieces of software to monitor 

servers’ hardware. Other reasons are the required information that these pieces of software 

give and their economical price. 

 

Alerts from hardware are handled through IT Assistant. By installing Internet Information 

Service (IIS) so that all features of IT Assistant can be accessed and enabling Simple Mail 

Transfer Protocol (SMTP), alerts can be sent to administrator by email. Unisys has further 

developed the alerting system by coding a forwarding script that sends a Short Message 

Service (SMS) from the mail server to the administrators’ mobile phones. See more details 

in chapter 6.4.1. 
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6.2.1 Servers Alive 

 

Servers Alive is a monitoring tool meant especially for networks and Windows 

environments. This was an extremely important criterion when choosing a monitoring tool 

since Unisys customers work with Windows environments. Servers Alive’s freeware 

version is intended for small network environments with a maximum of 10 monitored 

entries. A licensed product version would need to be obtained in order to monitor more 

than 10 entries. Every customer has their own copy of Servers Alive to monitor their 

network and web servers, in which case 10 entries are sufficient. Servers Alive’s other 

strengths were the possibility to monitor services in Windows environment, furthermore, 

no extra agents need to be installed to the servers. Alerts from the software are sent to 

administrator by email (SMTP) or to the mobile phone (SMS). See more details in chapter 

6.4.1. 

 

See more detailed Servers Alive settings guide in Appendix E. 

 

Unisys decided to use Servers Alive freeware because it needed tools for a monitoring and 

alarming system. Also its licensed price seemed reasonable if the system needs to be 

expanded in the future. 

 

6.3.1 Cacti  

 

Cacti is an open source application for setting alerting thresholds, gathering history of 

measured tasks and reporting them. These measured tasks can be such as disk space or 

network traffic. History is shown in graphical form which is easy to read and from which 

future trends can be predicted. Reports from the graphs can be sent to the administrator by 

email. The reporting feature still needs some development because currently emails can not 

be scheduled for certain days only. Reports are very useful when longer periods of time are 

followed and when regular reports are sent to a customer. These subjects mentioned above 

made Unisys choose Cacti for its hosting environment. 
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Cacti’s strength is its user friendly graphical reporting system. It sends historical reports by 

email to addressed administrator. Administrator can predict future trends from the figures, 

for Cacti does not yet have a feature that would do it automatically. Cacti is also used as a 

reporting tool to meet agreed requirements in the contracts. Depending on the agreement, 

customer gets monthly reports, for example from available disk space or CPU usage. 

Unisys can use these reports to justify to the customer the purchase of new devices or other 

changes.  

 

Cacti complements Servers Alive software with its features. Together these applications 

help to meet promised quality requirements which are mentioned in the customer contract. 

 

6.4.1 SMS alerts 

 

Short Message Service (SMS) alerts were required for the on-call administrator to 

complement the email alerting system and to make it possible to react to events as they 

happen. At first SMS service was provided by telephone operators. For Example Elisa 

Corporation provided suitable service in their web pages, but when further information was 

requested it appeared that service was cancelled in the spring of 2005 because of its 

minimal use. Also other operators did not have similar kind of service available which 

meant that Unisys had to develop their own solution. This alerting system uses a mail 

server which converts the alerts to a mobile phone SMS messages. Figure 6-2 presents 

designed SMS alert environment. 

 

 

 

Figure 6-2 SMS alert environment 
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Linux operating system was chosen for the base of the alert system because of its price and 

the fact that it has the needed applications for it such as mail server (PostFix) and SMS 

connection application. It has also other advantages than just the price and applications. 

When installing Linux operating system, the administrator can choose which parts are 

required to install, unlike in Windows environment where certain parts are installed 

without questions.  

 

Therefore Linux operating system does not need much memory and it is more suitable for 

the development. Minimizing operating system parts in installation secures system 

operations and reduces unexpected bugs. 

 

See more detailed installation guide in Appendix F. 

 

PostFix mail server software in Linux is fast, secure and easy to configure. Because of its 

features, PostFix has started to replace Linux’s well-known SendMail program and that is 

why Unisys also chose it. To prevent unknown users to use mail server wrongly, only one 

user was created to accept upcoming mail. Mail server does not send mail forward or 

outside. The user gets mail from IT Assistant or Server Alive programs and transmits it to 

connected mobile phone by using Gnokii, software which is an open source tool for mobile 

phones. A custom application was developed to transform and route e-mail messages into 

SMS messages. The software includes for example timer application and scheduled list. 

The phone that is connected to server sends text message to administrator’s or 

administrators’ mobile phone depending on who are coded to alert sending list. 

 

See more detailed installation guide in Appendix F. 
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6.5.1 Remote access 

 

The administrator manages and maintains hosting servers. It can be done locally or through 

remote connection. Unisys’s server room is in a different location than the office where the 

administrator works from. Therefore, remote access software was needed to minimize 

response time to alerts and ease the administrator’s work.  

 

Unisys hosting environment consist of Windows servers. Various remote access software 

were evaluated but Windows Remote Desktop was chosen since it is Windows’s own 

remote connection tool. Therefore, there is no need for additional remote access software 

to either end of the connected devices, and that is why there would not be compatibility 

problems between different software. 

 

The connection from the office or home to the computer room goes through the public 

network connection. Figure 6-3 illustrates Unisys’s remote access environment.  

 

 

 

Figure 6-3 Unisys’s monitoring and management environment 
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The security has to be ensured between the connections so that no one else can get for 

example the administrator’s name or the password and in that way connect to the hosted 

servers.  Windows Remote Desktop as such is not a safe connection. Solution to this 

problem had to be solved; otherwise remote access would not be usable. After some testing 

Unisys chose PuTTY, a client program because it is free software that makes a secure 

tunnel between the client and the server. It uses SSH (Secure Shell) protocol for port 

forwarding to secure data which is transferred in the connection. Through the connection 

such as files, passwords and command are sent to the other end.  

 

See more detailed PuTTY’s configuration guide in Appendix G. 

 

After a secure connection is made, Windows Remote Desktop is opened. Connection can 

be made with the name or IP address. The administrator makes connection to ‘BOSS’ 

server’s Remote Desktop Port 3389 which is tunneled through SSH. BOSS’s desktop 

opens to the administrator’s computer desktop. 

 

BOSS computer is a management server in ServerHotel and it is part of Backup 

Management LAN. All the customers’ servers are also connected to backup LAN. When 

administrator has connected to BOSS server he is also able to access customers’ servers 

using Windows Remote Desktop without SSH because they are in the same internal LAN.  

 

Microsoft has developed its operating systems over the years. The current Windows 2003 

operating system, for example, can not make Windows Remote Desktop connection to a 

NT server. There is of course workaround which is the use of VNC application.  

 

VNC is used to make the remote connection to NT servers in hosting environment since 

some of the customers still use NT servers. VNC is an open source application and it needs 

installation to both devices. It works well for the purpose that it is for, but also 

compatibility problem has occurred, for example Windows NT Event Viewer has given 

warnings about VNC. These warnings have not caused any problem yet but they are not 
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encouraging in the event list. NT servers are not supported any more by Microsoft so they 

will fade away eventually in the future.  

 

Unisys has encouraged customers to change their old operating systems to a newer one. 

Sometimes this has also meant renewing the hardware as well. The cost of it is not small 

but it is worth it. Virtualization for example can bring benefits with its economical memory 

usage, it is fast to rebuild and its operating system will be supported for years. 

 

6.6.1 Updates 

 

Updates belong to the management. Unisys takes care of customers’ Windows and security 

updates. Sometimes updates can harm systems, since even the provider does not always 

know what kind of effect they have on customers’ environment. Therefore Unisys tests 

new significant updates such as Microsoft’s Service Pack 2 to avoid unpleasant surprises.  

 

Unisys customers use F-Secure and Norton antivirus software to secure their environment. 

Most of the servers have been automated to download the updates, but there are always 

exceptions to cover. Upgrades to security software are also done from customers’ request.  

 

6.2 Backups 

 

The definition of word "backup" includes several tasks, such as taking backups manually or 

automatically, monitoring that they are taken correctly without errors, storing tapes and 

restoring. In the short term backups are for the fast restore and prevention of data loss. One 

of the biggest problems in the long run and a challenge to the manufacturers is how to store 

backup media. Tapes are especially vulnerable - wrong temperature, magnetism, humidity 

or simply storing the media for a long time can destroy it. This is crucial for corporations 
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which, in certain situations, have to have their backups accessible for several years 

according to the law. 

 

Until recently backups have been underrated because of lack of information about their 

benefits and companies not realizing what kind of damage a server breakdown can cause. 

Therefore, most of the companies have learned the potential cost of careless attitude 

towards backups. It can be disastrous to a company if a server breaks down and has to be 

completely rebuilt. All the data that is lost and the time that it takes to get the server 

running again costs money to the company. If the company had had backups, data loss 

would have been avoided. Furthermore, the operating system and its environment are much 

quicker to build up again from existing files, which means that interruption to employees' 

work will be shorter. 

 

Backup schedules depend on customers' backup needs. They can be taken daily, weekly, 

monthly or yearly. Normally backups are taken daily and weekly if the amount of new or 

changed data is relatively small. The overall amount and nature of the data to be backed up 

also affects the frequency at which the tapes are cycled. For example a newspaper company 

would have a lot of pictures that they would like to save which means they have to take 

backups frequently and storage media has to be large. 

 

In Unisys Hosting backups are usually taken daily. The frequency of how often the tapes 

are cycled depends on the customer. Some of them have four-week tapes that are changed 

every day, whereas other tapes are changed once a week but the backup is still taken every 

day. There are as many variations of the tape cycle as there are customers. The last tape of 

the month is usually taken to a bank safety deposit box while the tapes in the tape robot 

stay in the library. If a tape is broken in either of these backup systems, the administrator 

changes it to a new one. Other saving method is saving backups as logs to the hard drive 

from where they are faster and easier to find. These logs are kept for a short time and then 

replaced with newer one. 
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Unisys uses ArcServe and Veritas software for backups. ArcServe product comes from the 

Computer Associates International which is one of the world's largest management 

software companies. Although ArcServe will provide support for Microsoft System Center 

Data Protection Manager 2006, which will be available at the end of 2005, Unisys has 

decided to replace it with Veritas backup solution. The reason for changing ArcServe 

backup software has been its varying usage experience and Unisys Corporation policy. 

There have been license management problems with ArcServer, which also have led to 

update problems later. Because of this and Unisys’s partnership with Veritas, decision of 

backup software was easy when a Dell PowerVault 136T Tape Library was bought. 

 

Dell PowerVault 136T Tape Library is a fully automated backup solution. The reason why 

Unisys ended up with choosing it was its extendibility, features and relationship with Dell. 

The cost was not in the criterion when selection was made. Tape Library is connected to 

dedicated backup management LAN like all the servers in hosting environment. Servers are 

always connected to backup LAN and depending on their purpose to the internet or 

customer LAN. Dedicated backup LAN for example frees performance volume from the 

main LAN, easies management and reduces administration cost. This kind of system or 

similar one is necessary in hosting environment. 

 

Most of the UnisysHosting backup databases are automated through dedicated backup 

LAN. There are still some customers’ servers whose backups have to be revised and some 

old servers whose backup tapes are changed manually. Unisys has also Storage Area 

Network in hosting environment where servers or tape library could be connected with 

fiber cables. Transfer rate of fiber cables is faster than that of normal Ethernet cables which 

would reduce the current backup time. This improvement will take place in future when 

number of servers will increase. 

 

6.3 Security 

 

Security is one of the most important issues with computers and networks. Nowadays both 

of them have to be secured because of the possibility of unwanted visitors and programs. 
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Firewall filters almost all unwanted visitors and programs, however it is not 100 percent 

secure. It can be installed to a server or computer as a separate software or it can also be a 

feature of a router. Antivirus, instead of blocking unauthorized access, searches viruses 

from the hard disk and removes them if any are found. In this way antivirus and firewall 

complement each other and make the environment more secure.  

 

Unisys uses both firewalls and antivirus software in the ServerHotel environment. A 

network connection coming from the outside to ServerHotel’s backup LAN goes through a 

router which contains a firewall. Unisys has also installed a separate Smoothwall firewall 

where only certain ports are opened and others closed to prevent unnecessary incoming and 

outgoing traffic.  

 

See a more detailed backup management LAN figure in Appendix H.  

 

Unisys has chosen F-Secure software for antivirus. It is installed to the monitoring server 

“BOSS” which is connected to backup LAN. 

 

All the customers’ servers are connected to backup LAN through a separate network 

interface card (NIC). All these servers have an another NIC to connect to their customer’s 

internal network. This prevents viruses from spreading from customers’ networks to 

backup LAN and vice versa. Customers’ networks are isolated from each other which also 

improves security. 

 

See a more detailed figure of how customers’ networks are separated in Appendix I. 

 

Customers that are using TDC SONG networks are connected to the Internet through 

SONG routers. Customers’ employees use the same route to get information from servers 

that are in the ServerHotel. Unisys does not have any responsibility in what happens 

between connections when they leave the hosting environment. Customer might have web 

servers or other servers that are used by people from the outside. These servers are in a so 

called Demilitarized Zone (DMZ), which means that the servers are not part of the internal 

network or the Internet. DMZ is connected to the Internet and internal network through a 

Cisco PIX firewall which protects this zone.  

 

See a more detailed figure of the Demilitarized Zone in Appendix J. 
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For example, people who have access to the member registry can connect to servers in the 

DMZ from outside without needing to connect to the internal network. However, these 

servers might need to get information from servers that are in the hosting environment and 

in this case the connection goes via Cisco PIX firewall to the internal restricted network 

and back. 

 

See a more detailed figure of the Demilitarized Zone in Appendix J. 

 

Antivirus software depends on every customer’s own policy. Unisys does not take the 

responsibility for how customers protect their devices or software. Work hours that are 

caused by viruses from the customer side are charged extra.  

 

6.4 Server Room  

 

Unisys has rented a high-quality and physically safe server room with network connections 

from TDC Song Oy. Network connection can be provided from 10 Megabit per second to 1 

Gigabit per second depending on needs of the customer. Faster connection is more 

expensive and customer can decide what the best relationship between price and quality is 

for them. 

 

Information security and reliability in the server room have been secured with controlled 

access to the facilities, air conditioning, fire safety and uninterrupted power source. Access 

control is implemented with an access key. Only employees who need to access the server 

room because of their work have an access key. If a third party wants to have access to the 

server room because of the service or other operations they need to be accompanied by one 

of the employees. 

 

Air conditioning guarantees the optimal temperature and air humidity for the servers. If 

these conditions exceed the limits, an alarm will be set off. The server room has automatic 

alarm devices to detect changes in air and fire extinguishing systems in case of fire. 
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Power source is secured with diesel-powered generators if external electricity is 

interrupted. The generators guarantee electricity supply during the outage. This system is 

tested from time to time to avoid unpleasant surprises, since breakdowns are rather 

common in the Helsinki area. 

 

7 DISCUSSION AND CONCLUSIONS 

 

 

Unisys Oy Ab expanded its operations to server hosting which led to the launch of 

ServerHotel. All the main guidelines were designed at the time it was launched. The 

Service Level Agreement (SLA) was one of its base elements. The SLA regulates hosting 

operations by defining a system operation level. To secure a system operational level, 

different monitoring and management tools have to be used.  

 

At the beginning monitoring and management tasks were done locally from the server 

console. Since Unisys’ office and hosting environment were in different places, all 

available monitoring, management and remote connection tools needed to be examined. 

The purpose of this study was to find tools to meet the discovered needs of administration 

as well as to find solutions for existing contracts and their promises. Briefly, avoiding 

service failure. 

 

The challenge of this study was to find out suitable tools to the matters as mentioned above 

with limited financial resources. This given framework led to the use of freeware, 

shareware and software products which come with the hardware and the Windows 

operating system. Also full feature commercial software were tested but their price dropped 

them from the list in the beginning. The following tools were selected; Servers Alive, Cacti 

and MS Remote Desktop. 
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Monitoring wanted to be automated by using software. The goal was to find a tool that 

would have the possibility to monitor Windows services, ping and send alerts to 

administrator when a failure occurs. Monitoring hosting environment with Servers Alive 

monitoring tool exceeded its purpose. As the monitoring program had to have an alerting 

feature it seemed to work more than enough. The Servers Alive software turned out to be 

very sensitive to a network connection which proved its functionality by sending a lot of 

alert messages. However it was easy to use and had almost all of the wanted features, 

except for reporting and trend prediction. Still it was a good choice because of its Windows 

alert features and reasonable pricing if its use would need to be extended in the future.  

 

A reporting feature was found from Cacti software. By automating the reporting system to 

the administrators’ mail ended copying out disk space to paper by hand. Reports on mail 

were also easier to print to the Unisys archives and so was sending monthly reports to the 

customers as agreed in the contracts. Facts proved by reports are essential when tough 

situations come up with the customer and they have to be solved. There are still 

improvements that need to be done since the Cacti, which is used for gathering history 

reports and setting thresholds is not developed sufficiently yet. Future trends and frequency 

of the sending reports to the administrator will be evolved when new version of Cacti is 

launched in the coming year.  

 

A remote connection tool was essential for moving the administrator to monitor and 

manage hosted servers. A suitable remote administration tool between a hosting 

environment and remote desktop had to have certain specifications because of the strict 

security rules. In addition the remote tool had to work from Windows NT to Windows 

2003 servers. After some research and testing, combinations of suitable tools were found 

with MS Remote Desktop as the primary tool. Remote connection to the hosted server 

brought a huge advantage to responding promptly to customer’s request as well as in 

critical situations. Administrators noted that the remote connection was extremely useful 

and helpful in their managing work as it was not site depended. 
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Sometimes savings in software licences looked unnecessary such as with Servers Alive 

software. To some extend it is possible to get over a hosting environment with these tools 

but from an administrator's point of view one tool for all features would be ideal. 

 

The decisions listed above meet today’s needs. In the future there will be new development 

aims when a hosting environment grows. These kind of aims could be a ticketing system 

and reporting. A ticketing system would bring sequence to the work orders in which case 

any of the work would not be forgotten or get lost. Other improvement which needs to be 

done is improving the information flow between administrators. A ticketing system will 

help this matter but more should be done. Even once a week meetings would be 

recommended to keep everybody on top of the things. Reporting of the web servers usage 

end and where they are accessed from could be one developing task. 

 

The overall outcome of this study was positive and the results can be applied again in other 

Windows hosting environments. The selected software are functional and developing 

solutions. Certainly there will be new software in the near future that are worth checking, if 

a new hosting environment is set up, but for Unisys these selected tools met the expected 

qualifications. 
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