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Abstract 

The purpose of this project is to update the tool of Network Traffic Recognition 

System (NTRS) which is proprietary software of Ericsson AB and Tsinghua 

University, and to implement the updated tool to finish SIP/VoIP traffic recognition. 

Basing on the original NTRS, I analyze the traffic recognition principal of NTRS, and 

redesign the structure and module of the tool according to characteristics of SIP/VoIP 

traffic, and then finally I program to achieve the upgrade. After the final test with our 

SIP data trace files in the updated system, a satisfactory result is derived. The result 

presents that our updated system holds a rate of recognition on a confident level in the 

SIP session recognition as well as the VoIP call recognition. In the comparison with 

the software of Wireshark, our updated system has a result which is extremely close to 

Wireshark’s output, and the working time is much less than Wireshark. In the aspect 

of practicability, the memory overflow problem is avoided, and the updated system 

can output the specific information of SIP/VoIP traffic recognition, such as SIP type, 

SIP state, VoIP state, etc. The upgrade fulfills the demand of this project. 

 

Key words: NTRS, SIP/VoIP traffic recognition, Six-tuple, SIP session, VoIP call 
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1. Introduction 

The IP Multimedia Subsystem (IMS) is an architectural framework for 

delivering Internet Protocol (IP) multimedia services (1). It was originally designed 

by the wireless standards body 3rd Generation Partnership Project (3GPP), as a part of 

the vision for evolving mobile networks beyond GSM. 

 

The IMS architecture allows operators to provide a wide range of real-time, 

packet-based services in the ways of both traditional time-based charging as well as 

packet and service-based charging. It has become more and more popular due to the 

increasing revenues it can bring to both wireless and wireline service providers. 

Additionally, IMS can deliver integrated multimedia services, and create an open, 

standards-based network. These are the reasons why IMS is increasingly welcomed. 

 

1.1 Problem Statement and Project Purpose 

This thesis work was performed at Ericsson as a research project and the opinions and 

results stated in the report cannot be taken as Ericsson's official view in any case. 

This project is based on the tool of Network Traffic Recognition System specification 

(NTRS) which is designed in the cooperation of Ericsson AB and Tsinghua University 

which is the best university in China. Meanwhile, the tool is a proprietary and belongs 

to Ericsson and Tsinghua University. The NTRS is a Linux-based software tool that 

runs on standard off the shelf PC hardware. 

 

The main purpose of this thesis project to upgrade NTRS to recognize the SIP data 

trace which is captured from IP Multimedia Subsystem networks (IMS). Because the 

tool of NTRS is designed for common internet data using, the key problem of this 
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thesis is how to update the tool to make it able to do SIP/VoIP traffic recognition. 

Thus, the motivation of this thesis work is to update NTRS for SIP/VoIP traffic 

recognition by characterizing both the principle of VoIP/SIP traffic recognition and 

the principle of NTRS traffic recognition, and, also make the updated system 

available for providing the SIP session, SIP type and SIP state recognition result. 

The focused study and work of this project is to test NTRS with VoIP/SIP data trace, 

analyze the principle of the traffic recognition of NTRS, discuss the method of 

upgrade, finally update the tool in order to enable the tool to finish a VoIP/SIP 

session-level traffic recognition and provide the recognition result of SIP type and SIP 

state, also to give some suggestions to the future study and development of NTRS. 

 

My main work will take the steps as follows: First, using the NTRS to experiment 

with VoIP/SIP data, I will carry out the principle of the NTRS’ flow-level traffic 

recognition; second, according to the principle and the characteristic of VoIP/SIP data, 

I will make a new design based on the original NTRS.; finally, depending on the new 

design, I will update the NTRS, and then do a test on the updated system, also make a 

comparison between our updated system and other trustable traffic recognition 

software ( Wireshark). 

 

1.2 Related Work 

While there is a considerable volume of papers and research regarding the SIP-based 

VoIP in lots of aspects, the studies regarding the VoIP/SIP traffic recognition are 

relatively few. This section provides some review on the studies regarding VoIP/SIP 

traffic recognition.  

 

A fractal analysis study of VoIP traffic is presented in (2). On both packet-level and 
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call-level, they investigate the characteristics of measured VoIP traffic. They found 

that the generalized Pareto distribution can be used as an accurate model. In the 

analysis on both packet-level and call-level, they present the aggregate VoIP traffic 

has fractal characteristics, and they suggest the fractional Gaussian noise model for an 

aggregate VoIP traffic. 

 

A research on the characteristics of SIP traffic behavior from a perspective of security 

protection in SIP-based VoIP service is presented in (3). In this paper, for deriving a 

“normal” behavior profile, a general methodology for profiling SIP-based VoIP traffic 

behavior at several levels is proposed: SIP server host, server entity and individual 

user levels. They use data traces captured in a production VoIP network to illustrate 

the characteristics of SIP-based VoIP traffic behavior in an operational environment. 

Based on the profiling methodology, they develop a simple and yet effective 

entropy-based anomaly detection algorithm for detecting potential security attacks. 

 

In (4), the author analyzes the characteristics of VoIP traffic by deploying Cisco’s 

VoIP phone system, and it is the first real deployment studies of VoIP that does not 

rely on artificial traffic. In this study, a traffic generator was developed to generate 

various simulated VoIP traffic. The data used to provide the traffic model parameters 

was chosen from peak traffic periods. Two simulation experiments were performed in 

this study. The first experiment simulated the traffic of multiple calls running on a 

backbone link. The second experiment simulated a real network environment with 

different traffic load patterns. 

 

Additionally, the project, traffic recognition on VoIP/SIP, is also a part and a 

preparation of studies on the traffic recognition on IP Multimedia Subsystem (IMS). 

Therefore, some literature review regarding the SIP/IMS is introduced. 
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In (5), the authors firstly provide a summarized introduction of the relationship 

between IMS and SIP. Starting with observing and analyzing the processing of SIP 

messages, the authors show that the multimedia session and IMS user registration 

application comply with the central server model, and is validated via discrete event 

simulation results. Finally, they conclude that S-CSCF is the bottleneck of IMS core 

networks when it is processing a large amount of SIP messages. 

 

In (6), the author also takes the focus on the analysis on the SIP in IMS. The study to 

analyze the SIP operation in IP Multimedia Subsystem of UMTS network from two 

aspects: bottleneck and delay. The bottleneck analysis was based on the investigation 

of the detailed call set up and release procedures. The signaling flows hit each 

functional entity (CSCF or HSS) along the routing chains of signaling traffic several 

times. Once hit, the functional entity provides some service and then forwards the 

traffic on. The author counts the hit times of each functional entity and identifies the 

bottlenecks in different scenarios. Finally, the author concludes which node would be 

the bottleneck depends on how the traffic is distributed in the networks. 

 

In (7), the authors point out that IP Multimedia Subsystem (IMS) represents the 

service provisioning platform of choice for SIP-based content delivery in mobile and 

fixed environments. However, in spite of the advanced status of research and 

specification in this field, few IMS-based services have been defined or deployed, 

mainly due to the fact that production or experimental IMS platforms are scarcely 

available for service validation and testing. Their study addresses the design and 

implementation through virtualization techniques of an IMS testbed intended for the 

functional validation of services, presenting the involved technologies, the undertaken 

implementation strategy, and the experiences and tests carried out in the first stages of 

its development. 
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1.3 Thesis Outline 

This thesis report is divided into eight chapters, and the rest of the report is organized 

as follows: Chapter 2 provides some theoretical backgrounds of IMS, VoIP/SIP and 

traffic recognition. Chapter 3 describes the tool NTRS and how the traffic is 

recognized by NTRS. In Chapter 4, a description on data trace and traffic is presented. 

In the following chapter, how the original NTRS is updated is described. Chapter 6 

shows the recognition results derived by the updated system, and makes an analysis 

on the results. Chapter 7 summarizes the thesis and makes a conclusion. The final 

Chapter 8 provides some suggestions of future work. Additionally, there are small 

segments (acknowledgement, abstract, abbreviations) in the beginning and references 

and appendices at the end (some background of IMS, code sample for update NTRS).  
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2. Background 

In this section, some theoretical background which is related to this thesis topic, 

traffic recognition on VoIP/SIP, is introduced, such as SIP, VoIP, and SIP message and 

traffic recognition. In addition, a background of IP Multimedia System is also 

introduced for a further perspective. 

 

2.1 Session Initiation Protocol (SIP) and Voice over Internet 

Protocol (VoIP) 

2.1.1 Session Initiation Protocol  

Session Initiation Protocol (SIP) is an Internet Engineering Task Force (IETF) 

standard protocol. And it is an application-layer control protocol for creating, 

modifying and terminating sessions with one or more participants, and it has been as 

the signaling protocol for building multimedia sessions.  

 

The main purpose of SIP is to initiate interactive sessions on the IP network, and to 

help the session initiator to send and transport initiations to session participants. SIP is 

used in applications such as VoIP, video conferencing which provide real-time 

communication between participants to setup, modify, and terminate a session 

between two or more computers.  

 

Also, SIP is a protocol for responding to the requests from clients or servers. And it is 

designed to have the function of session management and signaling. It can provide the 

ability of controlling the characteristic of an end-to-end call by the function of session 

management, and also can make the call information able to be carried across 
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different types of networks. 

 

◇ SIP Components: User Agents and Clients/Server 

By exchanging requests and responses, SIP can initiate or terminate sessions via User 

Agents (UA), which functions as either a User Agents Client (UAC) or a User Agents 

Server (UAS). An endpoint of SIP can play the roles of both UAC and UAS, but will 

only play one role per transaction depending on the UA that initiate the request (4). 

 

SIP can be classified from a perspective of architecture into two groups: SIP clients 

and SIP servers. SIP clients includes the equipments like telephones which can 

function as a UAC or UAS, and function as gateways that can provide a call control 

functions, like translation between transmission formats. SIP servers include: 1). 

registrar server which can process requests from UAC for registering and looking up 

the location. 2). proxy server which can receive SIP requests from a client and 

forward the request in the name of the client. 3). redirect server which receive SIP 

requests and map the SIP address, then send them back to the clients. 

 

For the topic of this thesis, some related background is introduced as following. 

 

◇ SIP Signaling Commands 

Between clients and servers, also UAC and UAS, SIP is used to send and transport 

information as requests and responses. In the SIP traffic, when requests are made, 

there are some possible signaling command might be used:  

-- REGISTER: Used when a user agent first goes online and registers their SIP address 

and IP address with a Registrar server. 

-- INVITE: Used to invite another User agent to communicate, and then establish a 

SIP session between them. 

-- ACK: Used to accept a session and confirm reliable message exchanges. 



Jiaqi Hou 

15 
Dalarna University      Tel: +46(0)23 7780000 
Röda vägen 3S-781 88  Fax: +46(0)23 778080 

Borlange Sweden  http://www.du.se 

 

-- SUBSCRIBE: Used to acquire updated information on whether a User agent is 

online, busy, offline, and so on. 

-- NOTIFY: Used to send updated information on a User agent’s current status. 

-- CANCEL: Used to cancel a request without terminating the session. 

-- BYE: Used to terminate the session. 

 

◇ Protocols Used with SIP 

Although SIP is a protocol itself, it still requires some different protocols at some 

different stages of communication to transport data. Some commonly used protocols 

by SIP include:  

 

-- UDP:  UDP stands for User Datagram Protocol which is connectionless and 

unreliable. It has minimal overhead. Each packet on the network is composed of a 

small header and user data, and is called a UDP datagram. A datagram can be sent at 

any time without prior advertising, negotiation or preparation. UDP routes data to its 

correct destination port, but does not try to perform any sequencing, or to ensure data 

reliability in common with IP. 

 

-- RTP:  RTP stands for Real-Time Transport Protocol. It is a protocol to carry data 

which has real-time properties. It is the main transport protocol used for IP Telephony 

media streams. 

 

-- SDP:  Session Description Protocol, which is used to send information to 

effectively transmit data. 

 

◇ SIP Type and SIP State 

SIP type and SIP state is what is supposed to be recognized in our updated system, 

and the information of SIP type and SIP state is just the core of the updated system’s 
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output. 

 

Referencing to the OSIP2 Library, there are several kinds of SIP Methods (INVITE, 

REGISTER, NOTIFY, SUBSCRIBE, CANCEL, etc.) and SIP Codes (200, 302, 4xx, 

etc.). Depending on the SIP Methods, our updated system is supposed to recognize the 

SIP type of each SIP session. 

 

Additionally, for a status of a SIP session within a predetermined period of time, each 

SIP type has three SIP states—Complete, Incomplete and Reject. Plus, the SIP type of 

VoIP Call has an extra State—Cancel. And, our updated system is supposed to 

recognize the SIP states of each SIP session. 

 

2.1.2 Voice over Internet Protocol (VoIP) 

VoIP stands for Voice over IP, or in other words, telephone service over the Internet. 

VoIP is simply the transmission of voice conversations over IP-based networks. That 

is, VoIP involves sending voice information in digital form in discrete packets rather 

than by using the traditional circuit-committed protocols of the public switched 

telephone network (PSTN). From a transport point of view, voice is a very cheap way 

of implementing the voice service. From an end user point of view, VoIP is “easy” to 

build. Thus it is quite straight a forward to bypass the standard CS voice server and 

erode the revenue base for operators. Today, VoIP has begun to be accepted by more 

and more consumers and business users. In addition, for fitting the technology and 

business requirements best, VoIP networks are conducted with different protocols and 

applications. In this section, some basic VoIP protocols are introduced. 

 

◇VoIP Protocols 

In the highest layer of the VoIP protocol structure which is above the transport layer, 
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there are two types of protocols: the Real-Time Transport Protocol (RTP) and the 

Real-Time Control Protocol (RTCP). RTP is a protocol that provides end-to-end 

network transport function to real-time data. It is the main protocol used for IP 

telephony media stream. RTCP uses the transport protocols as RTP to transmit control 

packets to the participants in a streaming multimedia session in order to provide a 

control service. As the connection to SIP or other signaling protocols, they are the 

foundation of VoIP. 

 

In the transport layer of the VoIP protocol structure, there are two protocols which 

provide the service of transmitting information in the IP network: Transmission 

Control Protocol (TCP) and User Datagram Protocol (UDP). TCP can enable two 

hosts able to build a connection and exchange the data. Also, the order of the data 

packets is guaranteed unchangeable when the packets are sent. Therefore, it is 

responsible for a reliable communication between two ends. Otherwise, UDP is 

unreliable. In the network, each packet has small user data and header, and it is called 

UDP datagram. A UDP datagram can be sent without preparation and negotiation, and 

the data reliability with IP cannot be guaranteed in common. 

 

Since VoIP is a real-time application, the received information must be guaranteed to 

have a correct order. In this situation, the reliability is the key concern. However, in 

order to be more specific for VoIP, some of the TCP functions must be reworked 

which could increase the latency and make TCP unsuitable for a real-time application. 

Thus, TCP is not commonly used for the VoIP transport layer. Alternatively, UDP is 

commonly used. 

 

2.2 SIP/VoIP Message  

In order to fulfill the thesis project’s requirement which to recognize the SIP/VoIP 
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traffic with NTRS, it is important to understand the SIP traffic message. 

 

This is an example of SIP traffic message. 

 

◇ The first part: Start Line 

INVITE sip:Gonzalo.Camarillo@ericsson.com SIP/2.0 

This start line is a Request Line. “INVITE” stands for the request type of this SIP 

message, and it means the remote subscriber is invited to attend in this call session. 

The request-URL is sip:Gonzalo.Camarillo@ericsson.com. And the SIP version 

number of this example is 2.0. 

 

◇ The rest part: Message Header 

 

For the purpose of my thesis project, the most important information for the SIP 

traffic recognition is the SIP header message. The “From tag” shows the source of this 

call; the “To” shows the destination of this call, and the key is the “Call-ID”. Call-ID 

is a caller ID application for VoIP phones that works in much the same way as caller 

ID on a conventional telephone line but with enhanced features and flexibility. When 

a call comes in, the caller's identity is verified by the Internet Service Provider (ISP). 

sip:Gonzalo.Camarillo@ericsson.com
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These three elements (From, To, Call-ID) form the dialog information which has the 

uniqueness in a SIP message. It means any VoIP/SIP call has the exclusive dialog 

information. Thus, theoretically, any VoIP/SIP call can be uniquely identified. This 

uniqueness could be considered as the key of updating the original NTRS. 

 

2.3 Traffic Recognition 

The traffic recognition consists of two main categories. 

 

 

Figure 1. Online traffic recognition. 

The first category is the online traffic recognition. In this category, a traffic 

recognition system is firstly supposed to be able to capture data packets from network 

interface card. Then in the recognition module, the data packets can be analyzed to be 

recognized as data flow, and the recognized data flow is to be contrasted in the 

system’s cluster model. If the recognized data flow already exists in the cluster model, 

then the information of this flow will be stored. If not, the recognition system will 

update the cluster model to record the new data flow. 
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Figure 2. Offline traffic recognition. 

The second category is offline traffic recognition. The recognition procedure is briefly 

the same with the online traffic recognition. The difference is that the recognition 

system of offline traffic recognition is supposed to have the functionality of reading 

captured data trace files in which the data packets have been already captured and 

have predetermined Start time and End time. Also, generally, an offline-oriented 

traffic recognition system is supposed to avoid the problem of memory overflow. 

 

From this point, in this project, we find that the original NTRS takes more focus on 

the first category. But, our target updated system is supposed to achieve the offline 

traffic recognition well. 

 

2.3.1 Flow Level Traffic Recognition Algorithm 

Since the tool NTRS mainly focus on the flow level traffic recognition, the key study 

point is how to recognize a traffic flow. And it is crucial to understand different kinds 

of the flow traffic recognition algorithms. On the other hand, because the NTRS 

cannot recognize the VoIP/SIP data trace the main goal of this thesis to discuss the 

method of updating the tool. From this point, understanding the different flow level 

traffic recognition algorithms is also crucial for finding the method of updating the 
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tool to recognize the VoIP/SIP data. 

 

◇ Port-based Recognition Method 

As the earliest traffic recognition method, port recognition method recognizes the data 

flow based the port, for instance, http uses the port 80 or 8080, ftp uses the port 21, 

and DNS uses the port 53. However, due to the expanding types of different protocol, 

the port recognition method is available for early network application (8) (9). 

 

◇ Payload-based Recognition Method 

Payload recognition method recognizes the flow’s application type by analyzing the 

flow’s payload. Usually, when there are some characteristics in the flow’s payload, 

this method can be used. For example, packet belongs to the application such as Bit 

Torrent (BT) has a special string in head of the flow’s payload. When payload 

recognition method is applied, the special string of flow’s payload can be recognized, 

and then the flow can be recognized as the Bit Torrent application type (8).  

 

2.4 IP Multimedia Subsystem (IMS) 

With the impact of 3G communication technology, the business opportunities of IMS 

have reached across entire telecommunications and IT industry. Since the study of 

traffic recognition on SIP could be considered as a part of a comprehensive research 

on IMS, the section provides some background of IMS and IMS traffic. 
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2.4.1 The Core Network of IMS 

 

Figure 3. IP Multimedia subsystem (IMS). 

 

IMS uses IETF protocols wherever possible, like SIP, to ease the integration with the 

Internet. According to the 3GPP, IMS is not intended to standardize applications but 

rather to aid the access of multimedia and voice applications from wireless and 

wireline terminals. Because that the control layer is a common horizontal layer, it is 

not necessary for services to have their own control functions. However greater 

reduced cost and complexity cannot be gained when it is implemented.  

 

The Core Network of IP Multimedia Subsystem includes different functions: 

The Call Session Control Function (CSCF) is the most important core of IMS network, 

and it supports and control the multimedia sessions. As shown in Figure 3., IMS has 

the entrance and exit proxies control functions, and the CSCF can decomposed 

functionally to the three different functions, such as proxy (P-CSCF), serving 

(S-CSCF) and interrogating (I-CSCF) call session control functions, which can 

exchange the SIP messages to setup or terminate media sessions. 

 

◇ Proxy-CSCF (P-CSCF) is the first contact point to IMS network. 

◇ Interrogating-CSCF (I-CSCF) is the contact point within an operator’s network for 
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all connections destined to a subscriber of that network operator, or a roaming 

subscriber currently located within that network operator’s service area. 

◇ The Serving-CSCF (S-CSCF) performs the session control services for the UE. It 

maintains a session state as needed by the network operator for support of the 

services. 

◇ Home Subscriber Server (HSS) is the centralized subscriber database. The HSS 

interfaces with the I-CSCF and the S-CSCF to provide information about the 

location of the subscriber and the subscriber’s subscription information. 

 

2.4.2 The interfaces of IMS 

 

Figure 4. The interfaces of IMS. 

IMS has some core interfaces, such as Cx, Mw, Rf, Sh, Gq, Gm and Mm. 

 

Interface Name IMS Entities Description 

Cx I-CSCF,S-CSCF,HSS Used to communicate between I-CSCF/S-CSCF and HSS 

GM UE, P-CSCF Used to exchange message between UE and CSCFS 

MW I-CSCF,S-CSCF,P-CSCF Used to exchange message between CSCFS 

ISC I-CSCF,S-CSCF,AS Used to exchange messages between CSCF and AS 

 



Jiaqi Hou 

24 
Dalarna University      Tel: +46(0)23 7780000 
Röda vägen 3S-781 88  Fax: +46(0)23 778080 

Borlange Sweden  http://www.du.se 

 

2.4.3 IMS Network Traffic 

The core network of IMS has been briefly introduced in previous section, and another 

important thing should be understood is the IMS traffic principle. And this section 

presents the process of IMS network traffic. 

 

As what is shown in Figure 5, the IMS network traffic process is as follows: 

First, the subscriber sends a SIP register message to S-CSCF, and then the message is 

passed to HSS for an authentication to gain the internet access. Before the 

authentication, S-CSCF sends the subscriber back a SIP trying message for a waiting 

state. Then, if the S-CSCF sends an OK message, the subscriber registration process 

will end up successfully. If S-CSCF sends an unauthorized message, the subscriber 

registration ends up, too. 

 

Figure 5. IMS network traffic process. 

After a successful registration, the subscriber chooses the preferred service by sending 

an INVITE message to S-SCSF. After deciding the message’s destination address, it is 

forwarded to appropriate AS. The S-SCSF sends another SIP trying message to 
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subscriber for a waiting state, and then sends a SIP INVITE message to AS. The AS 

puts S-SCSF in a waiting state, and finally takes a response that is SIP INVITE 

Session Description Protocol (SDP) which is carrying the required connection 

parameters of the data session to the subscriber. If the subscriber agrees, the 

subscriber takes a response of RING. The last message reaches AS, and is sent back to 

subscriber to generate a PRACK message which is used to present the parameter of 

data session. After the exchange of PRACK message, the exchange of OK or ACK 

messages between UE and AS means the data session setup is successful. 

 

Finally, a BYE message means the session is finished. 

 

2.5 Introduction to OSIP2 

For achieving the upgrade of enable the updated system to finish SIP/VoIP traffic 

recognition, we use the OSIP2 Library to parse the SIP data. It is necessary to provide 

an introduction of OSIP2 in this section. 

 

OSIP2 is an open source SIP protocol stack, and it is one of the protocol stacks which 

are written in C language. Its characteristics of short, concise and focusing on 

underlying parsing the SIP data bring great efficiency to our upgrade which is for SIP 

traffic recognition. 

 

The composition of OSIP2 Library: osipparser2 and osip2. 

 

The osipparser2 provides the SIP method to support the parsing on the SIP message 

which is defined by RFC3261 or RFC3265. The provided SIP methods include 

INVITE, NOTIFY, SUBSCRIBE, CANCEL, BYE, ACK, OPTIONS, MESSAGE, 

REFER and INFO.  
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The osip2 provides the SIP codes to support the analysis on the SIP transaction 

process. The SIP codes include two types. Firstly, it is the responding code, which is 

1xx. It means the receiver has received the request. The other type is confirming 

codes which are 2xx, 3xx, 4xx, 5xx and 6xx. They indicate the responses of the 

receiver. 

 

The SIP method and SIP code fully fulfill the demand of recognizing both the SIP 

types and SIP state in our project. 

 

2.6 Difference between Wireshark and NTRS 

Wireshark is open source network packet analysis software. It is the existing most 

commonly used network packet sniffer. It allows users to see all traffic being passed 

over the network, and provides many information sorting and filtering options. Also, 

it provides the functionality of reading data trace files and analyzing data packets. 

 

Wireshark has different functionalities for different people. For example, network 

administrator can use Wireshark to detect network problem; the developers can use 

Wireshark to debug for a new protocol; the ordinary users can use Wireshark to learn 

the knowledge of network agreement. In addition, Wireshark can analysis the data, 

and can help people to have a deeply understanding about the network behavior. The 

following figure shows the situation that Wireshark is reading our SIP data. 



Jiaqi Hou 

27 
Dalarna University      Tel: +46(0)23 7780000 
Röda vägen 3S-781 88  Fax: +46(0)23 778080 

Borlange Sweden  http://www.du.se 

 

 

Figure 6. using wire shark to see the SIP data. 

 

From the above figure, we can see that the Wireshark can show some details of the 

SIP data, such as time, source IP, destination IP, protocol and information of the data. 

Furthermore, Wireshark can provide other details information of each network layer. 

This information is extraordinarily significant for us. It can help us to analysis the 

data better, and is convenient to build model and so on. But Wireshark does not show 

the statistic result. We can only know the information of each packet. If we want to 

get the statistic result of all packets, we must do it by ourselves. Moreover, this work 

is not quite easy a work and it takes lots of time. Therefore, in some situation, 

Wireshark is not convenient. 

 

About NTRS, it is also a network packet analysis tool like Wireshark. Similarly, it can 

capture the data by itself. Meanwhile, it can read the data from trace file or from the 

network, and can analyze the data. At last, the most important, it can output the 

statistic result at the same time. In other words, it does not only take the same result of 

Wireshark, but also can get the statistics result simultaneously. NTRS mainly 

provides two functionalities in the aspect of information output: provide basic analyze 

information and provide flows information. 

 

◇ Provide flow information 
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Providing flows information is the unique function of NTRS, The users can obtain 

detailed traffic information of each flow includes: source IP, source port, destination 

IP, destination port and protocol; start time, End time; application type; number of 

packets and total bytes. NTRS can provide more details information to help us to 

analyze the data deeply. 

 

◇ Provide basic analyzing information 

 

 

 

 

 

 

From above figure, we can obtain the whole menu of the application types in our data, 

and can know their share. Meanwhile, some other information is gained. For our trace 

data, NTRS is much better to support us to analyze data and build the model.  
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3. NTRS Description 

For updating the original NTRS to enable it recognize the SIP/VoIP traffic, it is 

important to understand the original NTRS, and find out its main functionalities, how 

the traffic is recognized with it, and why NTRS is unable to do SIP/VoIP traffic 

recognition. 

 

3.1 Main Functionalities of NTRS 

The main functionalities of NTRS can be described in three aspects: Data fetching, 

Data analysis and Information output. (8) 

 

3.1.1 Data fetching 

In the aspect of fetching data, NTRS provides two functionalities: 

 

◇ Capture packet data from network 

NTRS can capture the data packets from network interface card (If there are more 

than one network interface cards, only one will be selected.). On the other hand, 

NTRS can filter the data packets and drop the unnecessary packets with a filter which 

is able to be configured in the configuration file. 

 

◇ Read packet data from a trace file 

NTRS is not only able to capture data packets from networks, but also provide a 

function of reading data packets from a data trace file, if the trace file is produced by 

TCPDump™. 
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3.1.2 Data analysis 

NTRS also provide the functionality of Data analysis. The NTRS takes part of packets 

from either a file of stored packets or from a mirrored switch port as input, and 

produces flow logs containing information about the flows.  

 

NTRS can encapsulate the captured data packets into packet object and transfer the 

packet object into flows. Then it can analyze the flows, like recognizing which type 

the flow belongs to, and calculate the number of different flow types, then output the 

statics result. 

 

3.1.3 Information output 

According to the guide documents from Tsinghua University, NTRS mainly provides 

two functionalities in the aspect of information output: provide basic analyze 

information and provide flows information. 

 

◇ Provide basic analyzing information 

After the traffic recognition, NTRS can provide the basic analyze information which 

is the general traffic information of each application type. (10) 

 

 

 

 

 

Figure 7. Composition information. 

With this function, users can obtain the general traffic information of each application 

type, and the traffic information includes: number of flows, number of packets, total 
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size and aimed application type share in all types of applications. 

 

◇ Provide flows information 

Besides giving general traffic information of each application type, NTRS can also 

provide detailed information of each flow that is flows information. (10) 

 

 

 

 

 

Figure 8. Flows information. 

Providing flows information is the unique function of NTRS, and it differs from 

Wireshark as Wireshark only provide packets information. The users can obtain 

detailed traffic information of each flow includes: the five-tuple information of  each 

flow (source IP, source port, destination IP, destination port and protocol); start time, 

End time; application type; number of packets and total bytes. 
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3.2 How Is the Traffic Recognized by NTRS? 

 

Figure 9. Traffic recognition by NTRS. 

The traffic recognition in NTRS is summarized in the above figure which can be 

observed clearly. The procedure of traffic recognition in NTRS is briefly summarized 

as following:  

 

◇ In the Input Module: NTRS captures the data packets from network interface card 

or from data trace files. 

 

◇ Packet Management Module: This module receives the captured data packets from 

network interface card or the data packets read from data trace files. Then it 

encapsulates the received data packets to the form of Packet Object which the system 

needs. Lastly, the Packet Object is transferred to the Flow Management Module. 

 

◇ Flow Management Module: The Flow Management Module is the core module of 

Data Packets 

Input Module 

Network Data Trace Files 

    Packet Management Module 

Packet Object 

Flow Management Module 

Flow Object 

Output Module Composition Information Flows Information 

Task 

Management 

Module 
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NTRS. After received Packet Object from Packet Management Module, the Flow 

Management Module recognizes and groups the packets to different internet sessions 

according to five-tuple information belong to the packets. On the other hand, this 

module can identify the application type of each internet session depending on the 

five-tuple information, like port, or depending on the payload (several bits of fixed 

position in the payload). Correspondingly, the flow recognition results, flow object, 

can be derived because that each flow is determined by the combination of five-tuple 

and payload. Briefly, this module encapsulates the packet object into the form of flow 

object, which contains the information of five-tuple, application type, number of 

packets, total size and all the information needed in the flows information output. 

 

Additionally, this module can monitor whether a flow is overdue according to the 

current packet time and the end of the flow. When a packet object is received, this 

module checks whether the packet object belongs to an existing flow in the flow table 

or not. If not, the module creates a new flow with the start time as the same as the 

current time of computer, and refreshes the flow table. Then, the module begins to 

monitor the flow. If a new packet which belongs to its flow appears for a long period 

of 90 seconds normally, we consider this flow is overdue, and the module marks the 

flow as overdue. This is the standard method to solve the non TCP. Then the flow 

management module transfers the flow as overdue to the output module. 

 

However, it should be noticed that the original NTRS is that it uses the current 

computer time to stamp the start time and end time of a flow. The time value of the 

current computer is not proper for the analysis of the dumped packet information. In 

the analyzing works, we should use the time value that the traffic really happened. So 

it is not correct. We update the module to solve the problem. 

 

◇ Task Management Module: The Task Management Module uses two methods to 
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achieve the recognition. First, the Task Management Module could do the recognition 

by identifying the port number. The other method is to check several bits of fixed 

position in payload to determine the application type that the packet belongs to. 

 

The Task Management function is to construct one or multiple Task sequence to 

execute the traffic recognition. Every Task sequence is in one separate thread, is the 

set of all tasks that the system supported, the tasks can be executed sequentially or 

concurrently. 

 

◇ Output Module: This module receives and processes Flow Object from Flow 

Management Module, and then generates two types of output. On one hand, this 

module can output Flows Information according to the information that Flow Object 

contains. On the other hand, this module can output the basic analyzing information 

according to the application type information. The output information is stored in files 

with plain text. 

 

◇ Flow-level Traffic Recognition Principle of NTRS: In NTRS, the principle of 

flow-level traffic recognition is to check five-tuple and several bits of fixed position 

in payload, and all the decisive factors information can be derived in the NTRS 

output. 

 

3.3 Problems in SIP/VoIP Traffic Recognition 

After discussing the main functions of NTRS and how NTRS recognizes the traffic, 

we compare the original NTRS and our project, which is traffic recognition on 

SIP/VoIP traffic. Then some problems of the original NTRS regarding recognizing 

SIP/VoIP traffic are carried out. These problems are the key points that cause the 

original NTRS fail to recognize SIP/VoIP traffic, and how to solve these problems is 
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what we firstly start with.  

 

◇ SIP Session Recognition Problem 

The most important problem is the failure of SIP session recognition in the original 

NTRS.  

 

As what we mentioned, the flow-level traffic recognition principle of NTRS is to 

check five-tuple and several bits of fixed position in payload. Therefore, in the traffic 

recognition of NTRS, {five-tuple &payload} is the unique identifier. With this unique 

identifier, NTRS is able to recognize the traffic and output the results of internet 

traffic flow. 

 

The aim of our project, however, is not to recognize internet traffic flow but SIP 

session. The data trace file that this project uses is SIP data, and it differs a lot with 

other types of data, as they all share the same port, limited source IP and destination 

IP, etc.  

 

Also, we find that all of our SIP data is captured from one communication between 

two nodes, which means the data packets have the same five-tuple information. NTRS 

could only recognize two flows. The two flows’ type is unknown, and they could 

never be overdue. 

 

Under this situation, if the {five-tuple (source IP, destination IP, source port, 

destination port, protocol), payload} identifier is still applied; NTRS is not able to 

identify the SIP application type of our data, and neither to recognize the SIP state. 

Consequently, the original NTRS is not able to recognize the SIP session, which is 

this project’s need. In fact, we have tested the original NTRS with our SIP data trace 

file, and the result is “Unknown” as we predict. 
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◇ Output Problem 

There are two weak points in the output of original NTRS that are needed to be 

updated. 

 

The first one is about the “Start time” and “End time” in the output. The original 

NTRS output uses seconds as the minimum unit for the time related calculations, and 

this isn't suitable for the flow analysis when the flows' duration (holding time) is less 

than one second. The other one is about the output information types. For a SIP/VoIP 

traffic analysis, some SIP related information is necessary, such as call ID, etc. 
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4. Data 

4.1 Data Description 

In this project, all the data was captured between two proxy servers from an IMS 

network. For fulfilling the demand of this project, SIP/VoIP traffic recognition, we 

collected data that is all SIP data from an IMS network. In addition, as all the data is 

captured from a wireline network. Meanwhile, the subscribers from this wireline 

network are all the enterprises. We used one hard disk to store the data trace files. 

Total numbers of the data trace files: 7 

Total sizes of the data trace files: 4.4GB 

The tool used for capturing the data: TCPDump™ 

 

The SIP data is composed of SIP header and SIP body. The SIP header includes all the 

information that can be used for us to identify the different application types in the 

IMS. Moreover, the SIP body includes the RTP data packets, and in these packets it 

encapsulates the voice data. Meanwhile, as the volume of it is very huge, we only 

captured the header data for a consideration of confidentiality. 

 

Table 1 shows the brief information of the data capturing.  

 

Table 1. Brief data capturing information. 

Capture Starting Time 2009/3/23  09:18 

Capture Ending Time 2009/3/25  03:41 

Total Capture Duration Approximately 42 hours 

Number of Subscribers
1
 10,000 

Total Dumped Data 4.4 GB 

                                                        
1 The number of Subscribers is the number of the served subscribers who connected to the IMS systems and dues 

it whenever they make a call. 
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4.2 Analyzing Procedure 

In this analysis, I did the work in steps which are shown in Figure 10. 

1. Use TCPDump™ to capture and store all the traffic data into data trace files. 

2. Use the modified NTRS software to parse the dumped data and print out the 

processed result into text files. 

Network Traffic Stored SIP 

Data
TCPDump

Processed SIP 

DataNTRS

 

Figure 10. Data analyzing flow. 

 

4.3 The characteristics of SIP data 

The data which we captured is all SIP data. And we can know that IMS has a lot of 

applications such as VoIP Call, Video, Instant Message, etc. By using the software of 

Wireshark to pre-test the data, we know that the SIP data has different SIP types such 

as Invite, Register, Notify, Subscribe, etc, and also has different SIP states for the SIP 

type such as Complete, Incomplete, Reject, etc.  

 

These above characteristics of SIP data is what this project focuses on for a SIP/VoIP 

traffic recognition. 
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5. SIP/VoIP Traffic Recognition on Updated NTRS 

To make the original NTRS capable for SIP/VoIP traffic recognition and analysis, we 

have to design a new architecture and update the NTRS. In this chapter, we introduce 

the target of new system design, the architecture of new system, the principle of 

SIP/VoIP traffic recognition on updated system and the test results. 

 

5.1 The Targets of New System Design 

Comparing the original NTRS and this project demand, we have the following points 

which are required to be updated. And they are the targets of our new system design. 

 

◇ SIP data packets identification 

Due to the disability of the original NTRS in identification of SIP data packets, the 

new system references the OSIP2 Library to enable the SIP data packets 

identification. 

 

◇ SIP/VoIP session-level traffic recognition 

It is the core of our updated new system. As what we mentioned, the objective of the 

original NTRS is internet flow-level traffic recognition. But, in this project, it is the 

SIP/VoIP session that needs to be recognized but not the internet flow. We modify the 

new flow management module and change the original five-tuple recognition method 

to six-tuple (source/destination port, source/destination IP, protocol and call-id) 

recognition method. The updated system is supposed to recognize and analyzed the 

SIP/VoIP traffic. 

 

◇ SIP-oriented traffic recognition results output 

It is another accomplishment that the new system should achieve. The updated system 
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is supposed to output the results that can provide the specific information related to 

the SIP/VoIP traffic, such as call-id, from tag, to tag. In addition, the new system 

should be able to provide the statistic results of SIP type and SIP state instead of the 

original statistic results of application. 

 

5.2 Architecture of the New System 

5.2.1 An overview of new system design 

 

Figure 11. New system design overview. 

The figure 11 provides an overview of the design of our new system. The key 

difference is the using of OSIP2 Library in the comparison with the design of original 

NTRS. Because the original NTRS is not able to identify the SIP data packets and to 

recognize the SIP traffic session, we introduce the OSIP2 Library to support the new 

system to read SIP data packets, and then to analysis the SIP type and SIP state.  

We can figure out the SIP related information inside the payload of the SIP packet 

such as SIP method, SIP code, From tag, To tag, etc. by calling the proper functions of 

OSIP2 library we can figure out the SIP related information inside the payload of the 

SIP packet such as SIP method, SIP code, From tag, To tag, etc 
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5.2.2 The architecture of new system 

Argument Parser

SIP Parser

Packet 

Management

Flow 

Management

Flow Table Output 

 

Figure 12. The architecture of updated system. 

 

Figure 12 briefly presents the architecture of our updated system. For achieving the 

SIP traffic recognition, we change architecture and some modules (Packet 

Management Module, Flow Management Module, Task Management Module and 

Output Module) in the original NTRS. 

 

Compare with the architecture of original system, we added a SIP parser module into 

system. In this module, we can use OSIP2 Library to extract some information of SIP. 

This information of SIP can help us to do the SIP traffic recognition. Some change in 

rest module, we introduce in the next part. 

 

The SIP traffic recognition procedure in our updated system is described in figure 13. 
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Figure 13. SIP traffic recognition procedures in updated system. 

 

Comparing with the original NTRS, we change the system in the following modules: 

 

◇ Packet Management Module 

The original Packet Management Module can read packet bytes from input data 

packets by using LIBPCAP, but it is not able to read packet bytes from SIP data 

packets. It cannot figure out the SIP related information from the SIP packet. In order 

to resolve this problem, we update the original Packet Management Module by using 

the OSIP2 Library. When the updated Packet Management Module receives the SIP 

data packets, it calls the functions from OSIP2 and parses the SIP packet and gets the 

specific SIP information, such as call-id, from tag, to tag, SIP-method, SIP code, 

etc… 

 

Additionally, we also update the original Packet Management Module and make the 
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new module able to read multiple data trace files in series. 

 

◇ Flow Management Module 

The key change in this module: 

(1) We update the original five-tuple recognition method to new six-tuple recognition 

method. 

(2) There is a problem in the original NTRS is that it uses the current computer time 

to stamp the start time and end time of a flow, and it is not correct. We update the 

module to solve the problem. 

 

The original Flow Management Module inspects the five-tuple information from 

packet object, then checks whether there is the same five-tuple in the flow table. If 

there is an existing flow with the same five-tuple, then the original module updates 

this flow in the flow table. If not, the module creates a new flow with the start time as 

the same as the current time of computer (as described in 3.2, it is unreasonable), and 

updates the flow table. For identifying SIP session but not internet flow, five-tuple is 

not the proper unique identifier for identifying SIP sessions in our observation. 

Therefore, we add another element, Call-ID, to make a new unique identifier that is 

six-tuple, because each Call-ID can universally identify each SIP session. 

 

After the upgrade, the new Flow Management Module can identify the SIP session 

according to the six-tuple identifier, and mark the start time and end time of a SIP 

session with timestamp (TCPdump gives each captured packet a timestamp when it is 

capturing the data packets). The new Flow Management Module inspects the six-tuple 

information from packet object, then checks whether there is a flow with the same 

six-tuple in the flow table. If there is an existing flow with the same six-tuple, then the 

new module updates this flow in the flow table:  

1) Increase the packet number of the flow by 1. 
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2) Add the value of the packet size to the flow size. 

3) Reset the end time of the flow as the time stamp of the new packet. 

If not, the new module creates a new flow with the start time as the same as the packet 

object’s timestamp, and insert the new flow into flow table. 

 

◇ Task Management Module 

In the original NTRS, it contains Task Management Module, but our updated system 

drops this module. The original module uses two methods to do the recognition. First, 

the original Task Management Module could do the recognition by identifying port 

number. The other method is to check several bits of fixed position in payload to 

determine the application type that the packet belongs to. However neither of the two 

methods works in SIP recognition. It is because that all the SIP data packets have the 

same port number, and for payload, the position of header bits is random in SIP data.  

Therefore, the Task Management Module is removed in our updated system. Instead, 

we add Logic Decision in the Flow Object for the recognition on SIP type and SIP 

state of the flow. 

 

◇ Output Module 

The original Output Module provides the results report which is mainly based on the 

Application Types (Http, Ftp, etc.), and the results includes the flow traffic 

information of each Application Type and the application type of each flow.  

 

In the aspect of Flows Information, the original Output Module can output the results 

contains the information of Application type, src/dest IP，src/dest port, etc..But our 

updated system drops src/dest IP and src/dest port, because they are the same in SIP 

traffic. And the output of Flows Information of our updated module contains the 

specific information related to SIP traffic, such as Holding time, From, To, SIP type, 

SIP state, Call-ID, etc… 
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In the aspect of output of Statistics, the original module output the basic analyzing 

information based on Application types, such as Http, Ftp, etc… But our updated 

module provides the basic analyzing information based on five SIP types, which are 

Register, Notify, Subscribe, VoIP Call and Unknown. And each SIP type has three 

States—Complete, Incomplete and Reject. Additionally, the SIP type of VoIP Call has 

an extra State—Cancel. 

 

5.3 SIP/VoIP Traffic Recognition Principle of New System 

After describing the architecture of updated system, this section provides a description 

of the principle of recognizing a SIP session, SIP type and state in the updated system.    

 

5.3.1 SIP session recognition 

The SIP/VoIP traffic recognition principle of our updated system is the unique 

identifier that is six-tuple, which is five-tuple plus Call ID.  

 

For the original NTRS’ mission which is to recognize the data flow, five-tuple is 

considered as the unique identifier in practice, because the information of 

Source/Destination IP and Source/Destination Port can determine each data flow.  

 

But, in this project, a SIP traffic flow means a network session between two nodes. 

For SIP session recognition, Five-tuple is apparently not proper to be a unique 

identifier, because all the SIP data packets share one same port, and they are all from 

two hosts. As what we mentioned in Chapter 2, each SIP session has one unique 

Call-ID. Thus, we add Call-ID as another element, and then the updated new system 

is available for recognizing each SIP session with the six-tuple identifier. 
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5.3.2 SIP type recognition 

The original NTRS is able to recognize the Application Type of each data packet with 

the five-tuple information, such as port, or sometimes with the payload information. 

 

However, it is not capable for recognizing the information of each SIP data packet. 

But by using of OSIP2 Library, the system can get the SIP related information from 

the payload of packet by calling the functions in OSIP2 library. Such as sip method, 

sip code, from tag, etc. Therefore, we provide the new rules of recognizing the SIP 

type of the SIP sessions depending on the RFC 3261 

 

According to RFC 3261, we draw the new rules: 

◇ Once we found there is a packet which has a “Register” key word in its SIP 

method segment was designed to an existing unidentified SIP session, we will 

mark the SIP session type as Register session. 

◇ Once we found there is a packet which has a “Notify” key word in its SIP method 

segment was designed to an existing unidentified SIP session, we will mark the 

SIP session type as Notify session. 

◇ Once we found there is a packet which has a “Subscribe” key word in its SIP 

method segment was designed to an existing unidentified SIP session, we will 

mark the SIP session type as Subscribe session. 

◇ Once we found there is a packet which has a “Invite” key word in its SIP method 

segment was designed to an existing unidentified SIP session, we will mark the 

SIP session type as VoIP Call. 

◇ If the SIP session is doesn't contains any packet with the SIP method which is 

mentioned above, the session is identified as unknown session 
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5.3.3 SIP state recognition 

Besides SIP session and SIP type application, another mission of our new system is to 

recognize the state of each SIP session. Detailed state information is also beneficial to 

other users who are willing to do some empirical VoIP traffic statistical modeling 

studies. 

 

The SIP state recognition is based on the SIP method (INVITE, REGISTER, NOTIFY, 

SUBSCRIBE, CALL, etc.) and SIP code (200, 302, 4xx, etc.), which are both 

referenced from OSIP2.  

 

For each SIP session, there are three states—Complete, Incomplete and Reject. The 

procedure of the SIP state recognition can be described as following: 

◇ Under the condition of same Call-ID, if any one packet belongs to any one of the 

three SIP methods, which are REGISTER, NOTIFY and SUBSCRIBE, is met, 

this session is firstly recognized as a state of Incomplete. 

◇ After the session is firstly recognized as Incomplete, if any one packet belongs to 

any one of the SIP codes, which are 302 or 4xx, is met, then this session is 

recognized as a state of Reject temporarily. 

◇ After the session is firstly recognized as Incomplete, if any one packet belongs to 

the SIP code of 200OK is met, then this session is recognized as a state of 

Complete. 

◇ After the session is firstly recognized as Incomplete, if no new packet belongs to 

any one of the SIP methods or SIP codes is met until the expired time, then this 

session is recognized as a state of Incomplete finally. 

 

Additionally, for a VoIP state recognition, there four states of VoIP call—Complete, 

Incomplete, Reject and Cancel. 
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For each VoIP call session, 

◇ Under the condition of same Call-ID, if any one packet belongs to the SIP method 

of INVITE, is met, this VoIP call is firstly recognized as an “in call”. 

◇ After the session is firstly recognized as an “in call”, if any one packet belongs to 

any one of the SIP codes, which are 302 or 4xx, is met, then this VoIP call is 

recognized as a state of Reject finally. 

◇ After the session is firstly recognized as an “in call”, if any one packet belongs to 

the SIP method of BYE is met, then this VoIP call is recognized as a state of 

Complete finally. 

◇ After the session is firstly recognized as an “in call”, if any one packet belongs to 

the SIP method of CANCEL is met, then this VoIP call is recognized as a state of 

Cancel finally. 

◇ After the session is firstly recognized as an “in call”, if no new packet belongs to 

any SIP methods or SIP codes is met until the expired time, then this VoIP call is 

recognized as a state of Incomplete finally. It means that the subscribers are still 

calling. 
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6. Test and Result Analysis 

After updating the system, what has been described is applied in this chapter. We test 

the updated new system with SIP/VoIP data trace files, and then provide the results of 

the test. Additionally, a result analysis in a comparison with the software Wireshark is 

also provided in this chapter. 

 

6.1 Test Result of Original NTRS 

As what we mentioned, all the SIP data packets contained in our trace files are 

captured from one communication between two proxy servers, and they all have the 

same five-tuple information consequently. Therefore, according to the recognition 

principle of the original NTRS, the application type is unknown. 

 

We test a SIP data trace file in the original NTRS. 

 

Figure 14. Test results of original NTRS. 

 

Figure 14 shows the output result of the original NTRS. The result is just like what we 

predict. The original NTRS cannot recognize the application types. And, this result 

also interprets that the original NTRS is not available in the SIP/VoIP traffic 

recognition. 

 

6.2 Test Result of Updated System 

In the new updated system, we test all the SIP data trace files again. And the result of 
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SIP session type information and state information is what we expect. 

After inputting a data trace file, the updated system outputs two result report files. 

SIPstat.txt 

 

Figure 15. SIPstate.txt. 

The first output file is SIPstate.txt. In the file of SIPstate.txt, it can be clearly seen that 

all the SIP types are recognized by updated system, and the information of different 

states of each SIP type is also provided in this file. And, the three groups of numbers 

which are following each state are the number of this state sessions, the number of 

packets and the number of bytes correspondingly. It can be shown as follows: 

 

 

Figure 16. SIP session. 
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Trace. txt 

 

Figure 17. Trace.txt. 

The second output file is Trace.txt. In the file of Trace.txt, it can be clearly seen that 

each SIP session has been recognized by the updated system. And the traffic 

information of each SIP session, such as SIP type of each session, state of each 

session, Call-ID of each session, etc., has also been provided. 

 

In summary, our updated system is able to recognize the SIP session, SIP type and SIP 

state. And it is also able to provide the related traffic information in its output result 

files. These are what this project and we expect. 

 

6.3 Result Analysis 

After that we know the updated system is able to recognize the SIP/VoIP traffic, it is 

necessary to analyze some detail information of updated system’s working, such as 

the working time, the rate of recognition, etc. Also, we present a comparison with the 

existing most commonly used software of traffic recognition—Wireshark. 

 

6.3.1 Test results analysis 

◇ Test environment 

OS: Linux 
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Library: Libpcap, ACE, OSIP2 

Hardware:  CPU: Intel(R) Core(TM)2 Duo CPU P8600 @ 2.40GHz   

           RAM: 4.00GB 

Data trace files: 7 files, 4.4GB in total 

 

◇ Processing time 

We test the updated system with all of the data trace files for 10 times, and count the 

working time 

Table 2 Working time. 

 1 2 3 4 5 

Processing Time 589.4s 595s 593.2s 587.9s 594.5s 

 6 7 8 9 10 

Processing Time 597.6s 589.2s 593.2s 590s 590.1s 

Average 592.01s     

 

The above table shows work time results of 10-time tests, and the average working 

time is 592.01 seconds, which is less than 10 minutes. This result is acceptable for 

running the files of 4.4GB, and is much less than the working time of Wireshark 

under the same condition. The updated system can therefore fulfill the demand of 

common users in the aspect of working time. 

 

◇ Rate of recognition 

Table 3 shows the number of sessions of each SIP type that the updated system 

recognizes. 

Table 3. SIP sessions. 

Session Type VoIP Register Notify Subscribe Unknown 

Session Number 69329 274911 781 778786 597 

In Total 1123807     
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Thereamong, the type of VoIP shares 6.17%, Register shares 24.46%, Notify shares 

0.07%, Subscribe shares 69.30%, and the type of Unknown just shares 0.053%. For 

our test data, it means that about 99.95% of the total sessions can be recognized by the 

updated system. In the aspect of recognizing rate, the updated system also can fulfill 

demand of most of the common users. 

 

6.3.2 Comparison with Wireshark 

Besides the working time and rate of recognition, it is necessary to inspect the rate of 

accuracy of our updated system in SIP/VoIP traffic recognition. Therefore, we choose 

the most commonly used network packet sniffer—Wireshark as the reference system 

to inspect the rate of accuracy. 

 

◇ Wireshark 

Wireshark, originally named Ethereal, is the existing most commonly used network 

packet sniffer. It allows users to see all traffic being passed over the network, and 

provides many information sorting and filtering options. Also, it provides the 

functionality of reading data trace files and analyzing data packets. 

 

Since Wireshark is able to provide a functionality of VoIP traffic recognition, and to 

give a recognition result of VoIP state, we choose Wireshark to analyze our data trace 

file, and then compare the output of VoIP recognition from our system and the output 

from Wireshark. 

 

◇ Comparison 

 

Because Wireshark only can read one trace file at the time, we test our trace files 

separately in the both tools, and make the comparison. 
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Processing time 

In the aspect of processing time, Wireshark uses 130 seconds to get the result, and our 

updated system only uses 68 seconds. The processing time of our updated system is 

much less than the working time of Wireshark. 

 

Recognition result 

The output of VoIP recognition from our updated system: 

 

Figure 18. Output of VoIP recognition from our system. 

In the VoIP part, our system has 59 completed calls, 2 canceled calls, and 61 

recognized VoIP calls in total. 

 

The output of VoIP recognition from Wireshark: 

 

Figure 19. Output of VoIP recognition from Wireshark. 
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Wireshark recognizes 59 completed calls and 61 VoIP calls in total.  

Table 4. Comparison 1 between updated system and Wireshark. 

 NTRS Wireshark 

Total calls 61 61 

Complete calls 59 59 

 

The above table shows the comparison of the recognition result of one trace file from 

our system and Wireshark. It can be clearly seen that our system has the same result to 

Wireshark, which is satisfactory result of the rate of accuracy. 

 

In order to test the accuracy of our updated system further, we also test the rest data 

trace files. From the test results, we find that in some trace files, the recognition 

results are extremely closed to Wireshark, but tiny difference exists. Generally, the 

rate of difference of recognizing the total calls is less than 1% in these files. 

 

For another trace file, the output of VoIP recognition from our system: 

 

Figure 20. Output of VoIP recognition from our system. 

In the VoIP part, our system has 24793 completed calls, 278 incompleted calls, 9563 

canceled calls, 1364 rejected calls and 35998 recognized VoIP calls in total. 
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The output of VoIP recognition from Wireshark: 

 

Figure 21. Output of VoIP recognition from Wireshark. 

 

From the above figure, Wireshark does not provide the number of incompleted calls 

and cancelled calls. It recognizes 24957 completed calls, 21281 rejected calls and 

35708 VoIP calls in total. 

 

Table 5. Comparison 2 between updated system and Wireshark. 

 Updated system Wireshark 

Total calls 35998 35708 

Completed calls 24793 24957 

Rejected calls 1364 21281 

Incompleted calls 278 Not available 

Canceled calls 9563 Not available 

The above table shows the comparison between our system and Wireshark. 

 

Small difference: Total VoIP calls and Completed calls 

In this aspect, our system recognizes 35998 VoIP calls and Wireshark recognizes 

35708 VoIP calls. The result of our system is quite closed to the result of Wireshark. 

Additionally, it can be seen that our system recognizes 290 calls more. The rate of 

difference in recognizing Total Calls is 0.8%. 
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There are two main reasons that cause the small difference in the number of Total 

calls and Completed calls. Firstly, our system uses OSIP2 Library to parse the data 

packet, and OSIP2 only can parse the SIP headers which must be complete in our SIP 

data. However, in our captured SIP data trace files, due to the limit of the disk, only 

the fixed part of each data packet is captured, and it causes some SIP headers are 

incomplete which hold a small proportion of total. The consequence is that the OSIP2 

cannot parse the packets with incomplete SIP headers. Therefore, a small proportion 

of total SIP data cannot be recognized. Meanwhile, we write a program to record how 

many SIP data we can’t parse. The other reason is that in our system, if a packet 

begins with an “INVITE” and ends with a “BYE” or “CANCEL”, our updated system 

will recognize the packet into a VoIP Call. It is because that most of the successfully 

parsed data packets are the packets start with an “INVITE” basing on our observation. 

For a packet that does not have the header of “INVITE”, if the packet ends with a 

“BYE” or “CANCEL”, our system will still recognize the packet into a VoIP call, and 

it is a good way of increasing the rate of recognition of our system with the existing of 

incomplete SIP headers which cannot be parsed. In the aspect of Wireshark, it will not 

recognize any packets which do not begin with an “INVITE”. 

 

Cancelled calls 

In this aspect, it can be found that our updated system provides the result of 

recognized Cancelled calls but Wireshark does not. It is because that our updated 

system provides the results of all kinds of sessions. However, we found that 

Wireshark also does the work of recognizing the cancelled calls, but not to provide a 

statistic result of recognized cancelled calls. 

 

Rejected calls 

In this aspect, from the above two comparisons, huge difference appears between two 

tools in the number of Rejected calls.  
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The reason why the huge difference appears is stated as following.  

In the VoIP recognition of our updated system, after the first “INVITE” is met, if the 

system meet a “302” or “4xx” and there is no new “INVITE” appears until the 

expired time, and then this call is recognized as a rejected call. Otherwise, after the 

first “INVITE” is met, although the system meet a “302” or “4xx”, if there is a new 

“INVITE” (must be under the same Call-ID of course) appears to follow, this call 

cannot be recognized as a rejected call but a completed call (if there is “BYE” appears 

to follow) or a incompleted call (if there is no “BYE” appears to follow). 

 

 

Figure 22. Example: a completed call. 

Figure 22 is an example of a completed call: Although a “407” is met, there is an 

“INVITE” appears to follow; it is not a rejected call but a completed call (as “BYE” 

appears). 

 

In this example, however, when Wireshark meets the “407”, it recognizes this call as a 

rejected call. And when Wireshark meets the following “INVITE”, although it is 

under the same Call-ID, Wireshark recognizes the following part as another 

completed call. It means Wireshark will recognize one VoIP call twice in this situation. 

It is why the huge difference between the results of rejected call and it also can 

explain why the sum number of completed call and rejected call is larger than the 

number of total VoIP calls in Wireshark’s output. 



Jiaqi Hou 

59 
Dalarna University      Tel: +46(0)23 7780000 
Röda vägen 3S-781 88  Fax: +46(0)23 778080 

Borlange Sweden  http://www.du.se 

 

Summary 

In summary, the updated system has an acceptable rate of accuracy in recognizing the 

VoIP traffic. And, in the comparison with Wireshark, the number of VoIP calls that our 

updated system can recognize is extremely closed to Wireshark, and provide more 

detailed VoIP state information.  
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7. Conclusion 

In my study, the purpose of this project is to update the original NTRS to fulfill the 

demand of Ericsson AB that is to enable the updated NTRS to finish SIP/VoIP off-line 

traffic recognition. This study can be briefly described as three steps. 

 

Firstly, we read the code of original NTRS and test the NTRS to have a 

comprehensive understanding of the traffic recognition in NTRS. Observing the 

overall design, module design and the programming language of the original NTRS, 

we rephrase and are more specific some problem of the original NTRS in recognizing 

the SIP/VoIP traffic, and these problems are what our upgrade takes focuses on. 

 

Secondly, we update the original NTRS to make the new system able to recognize 

SIP/VoIP traffic. On one hand, we figure out the characteristics of the SIP/VoIP traffic 

recognition. On the other hand, based on the understanding of the original NTRS, we 

provide a new design of the system structure, and also give a new module design. 

After the upgrade, the new system is able to do SIP/VoIP traffic recognition, and to 

output the result which is especifically related to the SIP/VoIP traffic recognition. 

 

Finally, we test the updated system and make a result analysis. The result analysis 

presents an acceptable result that shows a recognizing rate of 99.95% (for our test 

data) in the SIP/VoIP traffic recognition. On the other hand, according to the 

comparison with the software Wireshark, the comparison shows that the output result 

of our new system is extremely closed to the output of Wireshark in recognizing one 

same SIP data trace file. Moreover, our updated system shows a much shorter 

processing time in the comparison with Wireshark. 

 

In sum, this study achieves the main purpose of this project that is to enable the 
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original NTRS to finish SIP/VoIP off-line traffic recognition. The updated system can 

provide the functionalities of reading data trace files, recognizing the SIP/VoIP traffic 

and providing the enough specific result of SIP/VoIP traffic recognition for supporting 

the extending works of statistics. 
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8. Further Work 

Although this study has achieved the main purpose of this project, there are still some 

problems that require the attention of future works.  

 

For example, we find that in this system, one manager takes charge of one thread, and 

some thread’s payloads are huge, while some are relatively low. How to balance the 

payloads of different threads and how to make a better multi-thread design to enable 

the multi-core CPU works more efficiently is one problem that the further study 

should take focus on. Also, for expanding the functionalities of this system, some 

problems like how to make the updated system has the combination of both SIP/VoIP 

traffic recognition functionality and normal internet traffic recognition functionality, 

how to enable the updated system to do a on-line traffic recognition, are required to be 

studied in the future works. 

  



Jiaqi Hou 

63 
Dalarna University      Tel: +46(0)23 7780000 
Röda vägen 3S-781 88  Fax: +46(0)23 778080 

Borlange Sweden  http://www.du.se 

 

Reference 

1. http://en.wikipedia.org. [Online]  

2. Trang Dinh Dang, Balázs Sonkoly & Sándor Molnár. Fractal Analysis and 

Modeling of VoIP Traffic. Budapest Univ. of Technology & Economics : s.n., 2004. 

ISBN: 3-8007-2840-0. 

3. Hun Jeong Kang, Zhi-Li Zhang, Supranamaya Ranjan and Antonio Nucci. 

SIP-based VoIP traffic behavior profiling and its applications. San Diego, California, 

USA : s.n., 2007. ISBN:978-1-59593-792-6. 

4. Qinxia, He. Analysing The Characteristics of VoIP Traffic. Saskatoon:University of 

Saskatchewan thesis : s.n., 2007. etd-07132007-120004. 

5. Kouvatsos, I. M. Mkwawa and D. D. Performance Modelling and Evaluation of 

IP. UK : s.n. 

6. Bei, Zhu. ANALYSIS OF SIP IN UMTS IP MULTIMEDIA SUBSYSTEM. NCSU 

Thesis : s.n., 2003. 

7. F. Galán, F. Galán, E. García, C. Chávarri, D. Fernández & M. Gómez. Design 

and Implementation of an IP Multimedia Subsystem (IMS) Emulator Using 

Virtualization Techniques. Universidad Politecnica de Madrid : s.n., 2006. 

8. Mingjiang, Ye. Network traffic recognition system. China: Tsinghua University : 

s.n., 2007. 

9. Ming, Zhang. NTRS (Network Traffic Recognition System). China: Tsinghua 

University : s.n., 2008. 

10. Zhijing, Qin. User Manual. China: Tsinghua University : s.n., 2008. 

11. Jose Simoes1, Christian Riede1, Thomas Magedanz1. New interactive 

experiences with IPTV services using an IMS infrastructure. Las Vegas, Nevada, 

USA : 2009. IEEE, 2009, pp. 1-5. 

12. Zhenfang, Wei. Residential Broadband Network Traffic Analysis. Stockholm : 

KTH Thesis : s.n., 2009. 



Jiaqi Hou 

64 
Dalarna University      Tel: +46(0)23 7780000 
Röda vägen 3S-781 88  Fax: +46(0)23 778080 

Borlange Sweden  http://www.du.se 

 

13. Geng, Yu. IPTV Traffic Measuring & Modeling. Stockholm : KTH Thesis : s.n., 

2007. 

14. Hua, Cao. Real Time Traffic Recognition. Sweden Uppsala University Thesis : 

s.n., 2008. 

15. Introduction to IMS (white paper). Stockholm Ericsson AB : s.n., 2007. 

 

 

  



Jiaqi Hou 

65 
Dalarna University      Tel: +46(0)23 7780000 
Röda vägen 3S-781 88  Fax: +46(0)23 778080 

Borlange Sweden  http://www.du.se 

 

Appendix 

The Call Session Control Function (CSCF) is the most important core of IMS network, 

and it supports and control the multimedia sessions. And the main functions of CSCF 

are as following: 

-  Call control function: executes call set up/termination and state/event management. 

This is an evolution of the MSC call control function.   

- Address translation function: Performs address analysis, translation, modification  

and mapping.   

- Serving profiling database: Interacts with HSS to receive and cache user profile.  

- Incoming call gateway: Acts as an entry point and routes incoming calls. 

 

As shown in Figure 1., IMS has the entrance and exit proxies control functions, and 

the CSCF can decomposed functionally to the three different functions, such as proxy 

(P-CSCF), serving (S-CSCF) and interrogating (I-CSCF) call session control 

functions, which can exchange the SIP messages to setup or terminate media sessions. 

 

P-CSCF 

Proxy-CSCF (P-CSCF) is the first contact point to IMS network. 

Its main functions are identified by 3GPP in TS 23.228: 

- Perform the function of bearer resource authorization and QoS management. 

- Forward the SIP register request received from the UE to an I-CSCF determined 

using the home domain name, as provided by the UE.  

- Forward SIP messages received from the UE to the SIP server (e.g. S-CSCF)  

whose name the P-CSCF has received as a result of the registration procedure.  

- Forward the SIP request or response to the UE.  

- Terminate and independently generate SIP transactions in abnormal conditions. 
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I-CSCF 

Interrogating-CSCF (I-CSCF) is the contact point within an operator’s network for all 

connections destined to a subscriber of that network operator, or a roaming subscriber 

currently located within that network operator’s service area. There may be multiple 

I-CSCFs within an operator’s network. The functions performed by the I-CSCF are: 

- Assigning a S-CSCF to a user performing SIP registration (see section on 

Procedures related to Serving-CSCF assignment) 

- Route a SIP request received from another network towards the S-CSCF. 

- Obtain from HSS the Address of the S-CSCF. 

-  Forward the SIP request or response to the S-CSCF determined by the step 

above  

 

S-CSCF 

The Serving-CSCF (S-CSCF) performs the session control services for the UE. It 

maintains a session state as needed by the network operator for support of the services. 

Within an operator’s network, different S-CSCFs may have different functionalities. 

The functions performed by the S-CSCF during a session are: 

- accepts registration requests and makes its information available through the 

location server (eg. HSS). 

- Session control for the registered endpoint's sessions.  

- May behave as a Proxy Server as defined in RFC2543 or subsequent versions, 

i.e. it accepts requests and services them internally or forwards them on, 

possibly after translation.  

- May behave as a User Agent as defined in RFC2543 or subsequent versions, i.e. 

it may terminate and independently generate SIP transactions. 
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- Interaction with Services Platforms for the support of Services 

- Provide endpoints with service event related information (e.g. notification of 

tones/announcement together with location of additional media resources, 

billing notification) 

 

 Additionally, S.CSCF is the most responsible function in the control functions due to 

the large message load it has. “VITAL IMS testbed experiments have shown that 

S-CSCF processes 14 extra SIP messages per each application server (AS). S-CSCF is 

therefore identified as a major bottleneck in the IMS core network.” (Mkwawa & 

Kouvatsos, 2008) 

 

HSS 

Home Subscriber Server (HSS) is the centralized subscriber database evolved from 

the Home Location Register (HLR).  The HSS interfaces with the I-CSCF and the 

S-CSCF to provide information about the location of the subscriber and the 

subscriber’s subscription information. The HSS is responsible for holding the 

following user related information:  

- User identification, numbering and addressing information.   

- User security information: Network access control information for authentication  

and authorization.   

-  User location information at inter-system level: the HSS supports the user  

registration, and stores inter-system location information, etc.    

-  User profile information.   
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Sample Code: 

Note: This code is not complete; this is just to give an idea that how to recognize the 

SIP data. 

 

 

* SipFlowStatistic.cpp 

 * 

 * Created on: Jul 7, 2009 

 *      Author: Hou Jiaqi 

 */ 

 

#include "SipFlowStatistic.h" 

#include "FlowEntry.h" 

#include "../Base/Util.h" 

#include <sstream> 

 

typedef map<SipSessionState, SipFlowStat> StateMap; 

typedef map<SipSessionTypes, StateMap > StatisticMap; 

 

SipFlowStat::SipFlowStat() : 

 m_iFlowNumber(0), m_iPacketNumber(0), m_iByteNumber(0) 

{ 

 

} 

 

SipFlowStat::~SipFlowStat() 

{ 
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} 

void SipFlowStat::addNewFlow(const FlowEntry* pFlow) 

{ 

 if (NULL == pFlow) 

  return; 

 ++m_iFlowNumber; 

 if (NULL == pFlow->getFlowBaseProp()) 

 { 

  return; 

 } 

 m_iPacketNumber += pFlow->getFlowBaseProp()->getPacketNum(); 

 m_iByteNumber += pFlow->getFlowBaseProp()->getTotalSize(); 

} 

 

const string SipFlowStat::ToString() const 

{ 

 string indent = "\t"; 

 stringstream retStr; 

 retStr << m_iFlowNumber << indent << m_iPacketNumber << indent << 

m_iByteNumber; 

 return retStr.str(); 

} 

 

 

SipFlowStatistic::SipFlowStatistic() 

{ 

 // TODO Auto-generated constructor stub 
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} 

 

 

SipFlowStatistic::~SipFlowStatistic() 

{ 

 // TODO Auto-generated destructor stub 

} 

 

void SipFlowStatistic::addNewFlow(const FlowEntry* pFlow) 

{ 

 SipSessionTypes type = pFlow->getSipSessionType(); 

 StatisticMap::iterator itor = mapFlowStat.find(type); 

 if (itor != mapFlowStat.end()) 

 { 

  SipSessionState state = pFlow->getSipSessionState(); 

  StateMap::iterator state_itor = itor->second.find(state); 

  if (state_itor != itor->second.end()) 

  { 

   state_itor->second.addNewFlow(pFlow); 

  } 

  else 

  { 

   SipFlowStat stat; 

   stat.addNewFlow(pFlow); 

   itor->second.insert(pair<SipSessionState, SipFlowStat>(state, stat)); 

  } 

 } 

 else 
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 { 

  SipFlowStat stat; 

  stat.addNewFlow(pFlow); 

  StateMap stateMap; 

  SipSessionState state = pFlow->getSipSessionState(); 

  stateMap.insert(pair<SipSessionState, SipFlowStat>(state, stat)); 

  mapFlowStat.insert(pair<SipSessionTypes, StateMap>(type, stateMap)); 

 } 

} 

 

const string SipFlowStatistic::ToString() const 

{ 

 string retString; 

 string indent = "\t"; 

 string newLine = "\n"; 

 StatisticMap::const_iterator itor = mapFlowStat.begin(); 

 for (; itor != mapFlowStat.end(); ++itor) 

 { 

  string strType = Util::translateSessionTypeToString(itor->first); 

  retString.append(strType); 

  retString.append(newLine); 

  StateMap::const_iterator stateItor = itor->second.begin(); 

  for (; stateItor != itor->second.end(); ++stateItor) 

  { 

   string strState = Util::translateSessionStateToString(stateItor->first); 

   retString.append(strState); 

   retString.append(indent); 

   retString.append(stateItor->second.ToString()); 
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   retString.append(newLine); 

  } 

 } 

 return retString; 

} 

 

 

The rest result of comparison: 

1. 
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2. 

 

 

 

 

 

3. 
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4. 
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5. 

 

 

 

 

An aggregate result table: 

 

 Updated system Wireshark 

Total calls 69329 69006 

Completed calls 46847 46915 

Rejected calls 3415 42012 

Incompleted calls 357 Not available 

Canceled calls 18710 Not available 

 


